OSNOVO

cable transmission

PYKOBOACTBO MO SKCIJTYATALUMA

Ynpaensembin (L2) PoE komMyTaTop Gigabit Ethernet
8 GE RJ45 + 2 GE SFP

SW-80802/L(150W)

0SNOVO e

SFP-9

[ |
PoE Managed Switch 2 ) -
8GE PoE+2GE SFP o ofw ofe ol o oS

Mpexxae YeM NpUCTYNaTb K KCNyaTaummn nsgenus,
BHMMATENbHO MPOYTUTE HACTOsILLEee PYKOBOACTBO

www.osnovo.ru



http://www.osnovo.ru/

OrnaBneHne

1. HABHAUEHUE ..o 7
P (o] [T (=Y =11 1< o 8
3. OCOBEHHOCTN OBOPYOOBAHUSE ......evvveeeeeeeeeeeciinieeeeeaeeesssnnteneeeeaeessnnnenees 8
4. BHeLWHWI BUA U ONUCAHUE SNEMEHTOB KOMMYTATOPA ..c.vvevvivreenreeeeans. 9
5. CXEMa MOOKITIOUEHMS .....ceieeviriieeeeeeeeei e e e e e s eeebabe s e e e s e rssaba s e e e seseesranes 11
6. [poBepka pabOTOCMOCOOHOCTU CUCTEMDI ....vvvveeeeeiiiiireeeeeeesesinninnneeeaens 12
7. TogroTtoBkKa K ynpasneHuto kommytatopom Yyepes WEB-nHTepdeic . 13
8. YnpaeneHue yepe3 WEB-uHTepdenc, OCHOBHbIE 3NIEMEHTDI.................. 14
8.1 CTpykTypa AepeBa HaBUraLMM MO TPYMMAM ......ovveeeeriieeeerireeeesireeeeanes 14
8.2 OnucaHne KHOMOK WEB MHTEPMENCA ......c.evveviiiiiieiiiiiee e 14
8.3 COOBLLUEHUNSA OO OLLUMOKE ......cevvveeiieeieeieiiieieeeeeeeeeiie e s e e e e e eaabn e e e e e seeaaans 15
8.4 Mons anga BBoAa MHMOOPMALIMM UITU SHAYEHUM .....eeveeeeereiiiiiieeeeee e e 15
8.5 [oNs CO 3HAYEHUSAMUN TEKYLLLETO CTATYCA .uvvveeeurrreeeiireeeeaireeeesnineeeeanes 16
9. Onucanue pasgenos meHio WEB-uHTepdenca kommyTtaTtopa ................ 17
9.1 MaeHas cTpaHnua WEB UHTEPMENCA.........ceeiiiiieeeiiiiee e 17
9.2 KoHdpurypaums cuctemsl (System Configuration) ..........cccceeeeeeeeeinnnnns 18
9.2.1 Basic Information (O6LLast MHPOPMALMS) ........uveveeeeeeiiiririereeeennn, 18
9.2.2 Serial Port Configuration (MHcopmaumsa o6 uHTepdperice
YMPaBAEHUA KOMMYTATOPOM) ...uueiiiiiieeieeeaaaiiieieeeeeeesaainteneeeeeeesaannreneeeas 20
9.2.3 User Management (MHdopMaLmsa 0 NONb30BATENSAX) ....vveeennn... 21
9.2.4 Security Management Page (ynpaBrneHne 6e30nacHoCTbH) ....... 22
9.2.5 SNTP Configuration (CUHXpPOHM3aLMA BPEMEHU) ......eevvvveeennnnn. 23

9.2.6 Current Configuration File (MpocmoTp TekyLLen koHpurypauum) 23

9.2.7 Configuration file (CtapToBas koHburypauusi, coxpaHeHue danna

C HACTPOMKAMU) .eiitiiieeee e e ettt ee e e e e e e ettt e e e e e s nbbbe e e e e e e e e e anbnbbeeaaaaeeas 24
9.2.8 File upload (3arpyska chaina ¢ HACTPONKAMM) ..........cecuvvvveeeeannn. 25
9.2.9 System reboot (lMepe3arpy3ka KOMMYTATOPA) ...ceveeeeeerivrrieeeeaann 26



9.3. Port configuration (KOHpMIrypMpoBaHNE MOPTOB) ...cceeevvvvvvrerrereeeiinnnnns 26

9.3.1 Port Configuration (KoHUrypaumns MOPTOB) .....eevveeeeeiicerererereaennnn 26
9.3.2 Port statistics (CTaTUCTUKA PaBOTbI MOPTOB)...uvvvreeeeeriiirrrrrereaannn 27
9.3.3 Flow Control (ynpaBneHne noTOKOM AS1S1 MOPTOB) ......cccvvvvveeeennnn. 29

9.3.4 Broadcast storm control (ynpaBneHue 3awuuton ot Broadcast storm)

............................................................................................................... 29
9.3.5 Port rate limit (OrpaHnyeHne NponyckHOM CNocOBHOCTM Ha
31 ] 0 = SR PPSRRR 30
9.3.6 Protected Port (3alMTa MOPTOB).....uuveereeeeeiiiiniieeeeeeeessirnreneeeaeeens 31
9.3.7 Learn Limit (OrpaHnyeHne makcumanbHoro konmyectsa MAC gns
[oX= 170 1 1 > | SRR 32
9.3.8 Port Trunk Configuration (KoHdpurypupoBaHue trunk’os)............. 32
9.3.9 Port mirroring configuration (3epkanMpoBaHue MOpTOB)............... 34
9.3.10 DDM information (koHTpornb napameTpoB SFP moaynen)......... 35
9.4 MAC binding (npuBsaidka MAC aOpeCa).........cceeriurreeeiiiieeeeiiieeeeiniieeeeanes 36
9.4.1 MAC binding configuration (Hactpoinka npunesskn MAC agpecos)
............................................................................................................... 36
9.4.5 MAC Bind Configuration (ABTomaTu4eckas npussska MAC
= Va{ 01T oTo)= ) O PO PT PP PRPP 36
9.5 6. MAC filtering (dvnbTpoBaHne MAC agpeCOB) .........cceevvuveeeeriiieeeenns 37

9.5.1 MAC Filter Configuration (HacTtpowika cdunstpa MAC agpecos) .37

9.5.2 MAC Auto Filter (ABTomaTtuyeckui ounstp MAC agpecos) ....... 38
9.6 VLAN Configuration (HacTpomnka VLAN) .......cccoiiiiiiiiiiiiiiiieee e 39
9.6.1 VLAN information (MHcpopmaumst 0 VLAN) .....ccceevviieeiniiieeeee, 39
9.6.2 Static VLAN Configuration (Hactporika VLAN) ........ccccevvvieeennnn. 40
9.6.3 VLAN Port Configuration (KoHdwurypaums noptos VLAN) ........... 41
9.7 SNMP Configuration (Hactpoika SNMP npoTtokona ynpasneHus) .....42

9.7.1 SNMP Community Configuration (O6wwe HacTporiku ans SNMP)



9.7.2 TRAP Target Configuration (Hactporika TRAP yBegomneHui)... 42

9.8 ACL Configuration (HacTtpoika Access Control List) ........cccccevveeevinnns 43
9.8.1 ACL Standard IP Configuration (Hactponka ACL ansi IP) ........... 43
9.8.2 ACL Extended IP Configure (PacwwnpeHHas HacTponka ACL
a1 0Tz =00 0 L T PR 44
9.8.3 ACL Configuration (HacTtpowka ACL npasun ¢ nomosio MAC)
Y O | SRR 44
9.8.4 ACL MAC ARP Configure (Hactponka ACL npasun ans ARP ¢
NMOMOLLIEI0 MAC GAPECOB) ...vvvveiieeeesiiiirieieieeesssistereeeeeessssnsnrneeeeeeessannsnes 45
9.8.5 ACL information (Habop gencteytowmnx ACL npaBun)................. 46
9.8.6 ACL reference configuration (Hactpoinka ACL npasun) .............. 47

9.9 QoS Configuration (HacTpoika npegocTtaBneHus Tpaduvka ¢ pasHbiM
R ) e o) 73 K= (o] ¥ I IR a7

9.9.1 QoS Apply (Hactporika npuoputeToB Tpadmka anst nopTos)...... 47

9.9.2 QoS Schedule Configuration (HacTtpovika pacnucaHus
NPUMEHEHUS QOS) ...uuuuuiiiiiiriiriiiiiiiiininnnnnnnan s 48

9.10 IP Basic Configuration (basoast HacTponka IP) ........................ . 49
9.10.1 VLAN Interface Configuration (Hactpoika VLAN nHTepderica)49
9.10.2 ARP configuration and display (Hactporika npotokona ARP n

oTo6pakeHNe TabNULBI ARP) .......uvviiiii e 49
9.10.3 Host Static Route Configuration (Hactpoinka Tabnuubl Static
MAPLLPYTUBALIMM) ..veeieeeeeeiiiiieeeee e e e e sttt e e e e e s s saibebeeeae e e s e snnbbneeeeeeesaannnes 51
9.11 AAA Configuration (HacTporika cucTeMbl ayTeHTuduKaLmmn
ABTOPUBALINN U YHETA COOBITUM) ..ceiiviieeeiiiiieeeiiiieeesiieeeesieeeeesieeeessneeeasanes 52
9.11.1 Tacacs+ configuration (HacTporka npotokona Tacacs+) .......... 52
9.11.2 Radius Configuration (Hactporika Radius cuctembl AAA) ......... 53

9.11.3 802.1x Configuration (HacTpoika napameTpoB cUCTEMBbI
aBTopu3aLmu u aytTeHTudukauum no ctaHaapTty 802.1X) .....ccvvveeeeeennn. 54

9.11.4 802.1x Port Configuration (HacTporika nopToB Ansi CUCTEMBI
aBTopu3aLmun u aytTeHTudukauumn no ctaHaapTty 802.1X) ....ccccvveeeeeeennn. 55



9.11.5 802.1x User Authentication Information (MHdopmaumsa o Bcex

npoueccax ayreHTudumkaumm no ctaHaapty 802.1X) ....oovvcvvveeeeeeeviinns 56
9.12 STP Configuration (HacTtpowka paboTbl npoTokona STP) ................. 57
9.12.1 MSTP Configuration (OcHoBHble HacTporkn MSTP) ................. 57
9.12.2 MSTP port configuration (HacTpovika MSTP Ha nopTax) ........... 58

9.12.3 MSTP information (O6Luas nHopmaLmnsa o koHpurypaumm
SN = TSP PPTRTPI 59

9.13 IGMP snooping configuration (Hactponka otcnexusaxus IGMP
R T=T0 01 1= | SRR 60

9.13.1 IGMP snooping configuration (Hactponku cdyHkumumn IGMP
£5] 10T 011 T ) 60

9.13.2 Multicast Group Information (O6was nHdopmaumst o IGMP)....61
9.14 GMRP Configuration (HacTtpowika paboTel npotokona GMRP).......... 61
9.14.1 GMRP Global Configuration (I'mo6anbHbie HacTponkn GMRP) 61
9.14.2 GMRP ports configuration (Hactpoiika GMRP Ha nopTax) ....... 62

9.14.3 GMRP State machine (O6was nHdopmaumst o GMRP)............ 63
9.15 EAPS Configuration (Hactponka pabotbl npotokona EAPS) ............ 63
9.15.1 EAPS Configuration (OcHoBHble HacTpolkn paboTbl MpoTokona
B AP S .. i 63
9.15.2 EAPS information (CBoaHas nHdopmMaums o pabote npoTokorna
EAPS) .t 64
9.16 RMON configuration (HacTponku QUCTaHUWOHHOrO MOHUTOPUHIa CeTH)
.................................................................................................................... 65
9.16.1 RMON statistics (cTatucTvka AUCTaHLMOHHOTO MOHUTOPUHra
(o= | O P TP PP 65
9.16.2 RMON history (dhOpMUPOBAHNE UCTOPUN) ....evvveeeeeeeiiiiiieeaaaannn 66
9.16.3 RMON alarm (MOHUTOPUHT TPEBOXHbBIX COBBITUM)........evveenneee. 67
9.16.4 RMON event (3KypHaIm COBBITUM).......cocuueieiriieeeeiiieeeesnnieeeesnneees 67
9.17 Cluster configuration (ynpaBneHNe KNacTePaMM)........cccovuveeeerruveeeennns 68
9.17.1 NDP configuration (NDP KOHUIYPaUUS) .......ceevvvveeeeriieeeennne, 68



9.17.2 NTDP configuration (NTDP KOHGUIYpaums) .........c.coeecvvvveeeeeennn. 69

9.17.3 Cluster configuration (koHUrypauus KnacTepoB) .........cceeeeeenn.. 70
9.18 Log management (YNpaBreHUe 3anmnChH JIOTOB).........cccvvreereeeesininnns 72
9.19 POE port configuration (YnpaBnenue napametpamu POE) ................ 73

9.19.1 POE port configuration (YnpaBnenune napametpamu PoE)........ 73

9.19.2 POE policy configuration (YnpaBneHue pacnucaHnem PoE)...... 74

9.19.3 PD Query Configuration (KoHTpone PoOE obopyagosanus).......... 75
10. TEXHNYECKNE XAPAKTEPUCTUKN™ ..coieeeiiiiiiieeeeaeeeeitetieee e e e e e s enieeaeeeaaeeeanns 76
11. [IE=T 0= 12 = PRI 78



1. Ha3Ha4yeHue

Ynpasnsembin (L2) Gigabit Ethernet POE kommytaTtop Ha 10 nopToB
SW-80802/L(150W) npenHasHayeH Ansi 00beauHEHUs] CETEBbIX YCTPOWCTB U
nepegayu gaHHbIX MEeXAy HAMW N0 MeOHbIM U OMTUYECKMM Kabensm.

KommyTaTop ocHauweH 8-t0 noptamn Gigabit Ethernet (10/100/1000
Base-T) ¢ nogaepxkon POE K Kaxgomy M3 KOTOPbIX MOXHO MOOKIHO4YaTb
ceTeBble YycTponctBa. [lopTbl coOTBETCTBYIOT cTaHgaptam PoE IEEE
802.3af/at 1 aBTOMaTMYECKM onpenensaoT noakniovaemole POE-ycTponcTea.
MakcmmanbHas BbIxogHas MOLLHOCTb Ha oauH nopt coctaenseT 30 BT. MNpu
3TOM 06LWWas BbixogHast MOLWHOCTL Ha 8 noptoB (POE 6iogxeT) coctaBnsaet
150 BT, 4TO cooTBeTCTBYET MOLLHOCTM B 18.75 BT Ha nopT npu 3arpyske
BCeX 8-1 NOpTOB OQHOBPEMEHHO.

Kpome Toro B SW-80802/L(150W) npegycMOTpeHbl ABa OTAENbHbIX
Gigabit Ethernet (10/100/1000 Base-T) SFP-cnota ana nogkno4yeHus
KOMMYyTaTopa K fokanbHou cetn, cetn Ethernet unu gpyromy kommyTtaTopy
(SFP-m0dyniu 6 Komriiekm rnocmasku He exodsm). [na  ynpasneHus
KOMMYTaTOpOM NpeaycMOTPEH OTAENbHbIV KOHCONbHBIN (Console) nopr.

KommyTtatop HacTpauBaetca depe3 WEB-uHTepderic, CLI, SNMP,
SSH 1 umeeT MHOXeCTBO hyHKUMA L2, L2+ ypoBHSA, Takmx kak VLAN, QOS,
EPPS/EAPS, Static Routing, IGMP snooping u gp. Kommyratop
nogaepxveaeT aBToMmaTtunyeckoe onpegenenne MDI/MDIX (Auto Negotiation) Ha
BCeX nopTrax, kpome SFP.

Bbicokasi HageXHOCTb CEeTU NMOCTPOEHHOW Ha 6ase KoOMMYTaTOpOB
SW-80802/L(150W) pocturaetca 3a c4yeT  ucnonb3oBaHus  EAPS,
RSTP/MSTP (npoTokonbl ObICTPOro pasBepTbiBaHUSA OepeBa, 3awmTa oT
ceTeBbIX NeTernb).

MuTaHne kommyTaTopa ocyuwecTtenseTcs ot cetn AC 100-240V nnm
BHewWwHero 6noka nutaHua DC48-57V(3.5A) (8 Kommiekm rnocmasku He
exodum). MakcumanbHasi notTpebnsiemast mowHocTb 155 BT.

KommyTtatopbl  SW-80802/L(150W) ¢ ycnexom MoryT ObITb
NPMMEHeHbl AN peleHns cambiX pas3nuuHbiX 3agad, rge Tpebyetca
06beanHNTL pasnuyHble POE-yctponctea (IP-kamepbl, IP-TenedoHbl, TOYKM
JocTyna u T.M.) B OQHY CeTb.
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2. KoMmnnektauua*

KommyTarop — 1wr;

Kabenb nutaHmna ana AC 100-240V — 2wT;
PykoBoacTBO no akcnnyataummn —1wrT;
PykoBogcTBo no akcnnyaTtaumm Ha CD —1wT;

YnakoBka — 1.

3. OcobeHHOCTM 0GOpyaAoBaHUA

8 Gigabit Ethernet (10/100/1000Base-T) nopTos;

2 Gigabit Ethernet SFP-cnoToB (1000Base-X) ns nogknioveHus
SFP-moaynen (8 komriekm nocmasku He 8xodsm);

HacTtpolika u ynpaeneHue yepe3s WEB-uHTepdelic, Console, CLI,
SNMP, SSH;

Moppepxka dpyHkumn L2, L2+ ypoeHs (VLAN, QOS, Static ARP,
Static Routing, IGMP snooping n gp.);

Mpotokonbl RSTP/MSTP, EPPS/EAPS;

Pexum aHTnsasucaHua POE ycTponcTs;

YnpasneHve napameTpamm POE;

BcTtpoeHHas rpo3osawuTa 3 kB (8/20Mmc);

MNutanue ot cetn AC 100-240V unu bBIN DC48-57V,



BHewHun BNg n onucaHue 3fieMeHToOB KOMMYyTaToOpa

PoE Managed Switch
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AC100-240V

Bua c3agu

Puc.1 BHewHun Bug kommyTtatopa SW-80802/L(150W)
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PoE Managed Switch
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Puc.2 MaHenn nogkntodeHnst kommyTtatopa SW-80802/L(150W)



Ta6.1 HaszHayeHve pa3beMoB 1 MHAMKATOPOB KoMMyTaTopa SW-80802/L

Ne
n/n

O6o3HavyeHne

HasHa4yeHne

1

MwuKpokHomnKa «cBGpoc» - BO3BpAT K 3aBOACKUM
yCTaHOBKaM.

SYS

LED uHanKaTop paboThbl npoteccopa
KommyTaTtopa. Muzaem yacmo — vaeT 3arpyska
cuctembl.  Mueaem pedko —  paboTaeTt
npoueccop. [locmosiHHO 2opum — owwnbka
CUCTEMBI.

PWR

LED wHaukatop nutaHuda. [opum — nogaeTtcs
nutaHue. He zopum — nuTaHue He nojaeTcs
U KOMMYTaToOp HEe UCnpaBeH.

1357
2468

Pasbembl RJ-45 ¢ LED uHgukaTopamu POE n
Link gns nogknioveHns ceTeBbIX YCTPOWCTB Ha
ckopoctn  10/100/1000 M6ut/c wn nogaum
nutaHuns PoE, metoa A 1,2(+) 3,6(-).
PoE nocmosiHHO ceemumcs — nogknoveHo PoE
obopyaoBaHue, NnogaeTcs nuTaHue.

Link nocmosiHHO ceemumcsi — NOOKMIOYEHO
obopyaoBaHue, UOET Nepeaaya AaHHbIX.

Console

KoHconbHbIN nopt ans yrnpasneHus
KOMMYTaTOpOM.

LED mnHgukatopsbl nogknoyeHna SFP- croTos.

lMocmosiHHO  ceemumcsi/mMu2aem —  croT
MOAKITIOYEH.

SFP-9
SFP-10

SFP-crnoTbl Ana nogknioYeHns kommyTtartopa K
onTuyeckon nuHuKM ceasn unum cetn Ethernet,
LAN Ha ckopoctn 10/100/1000 Me6ut/c c
ucnonb3oBaHuem SFP-moaynen (8 kowmmnekm
riocmasku He 8xo0sm).

DC-IN

Pasbem DC5.5x2.1MM ans nogkntodeHns 6noka
nutaHusa  DC48-57V(3.5A) (8  kommiekm
rnocmasku He exodum).

BuHTOBas knemMma [Ansi 3a3eMiieHust kKopryca
KOMMYyTaTopa.

AC100-240V

Pasbem UAC ans nogkniodeHms kommyTaTopa K
cetn AC 100-240V ¢ nomoLlbio kKabensa nuTaHus
M3 KOMMIEeKTa NOCTaBKM.
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6. MNMpoBepka paboTOCNOCOOHOCTN CUCTEMDI

Mocne nogkntodeHust kabenen U NO4aYM NUTAHUSA HA KOMMYTAToOp MOXHO
ybeamnTbcs B ero pabotocnocobHOCTHU.

Mooknounte kommyTtaTop K ABym [1K ¢ wu3BecTHbiMu IP-agpecamu,
pacnonaratroLmMMmnca B 04HOW NoAceTH, Hanpuvep, 192.168.1.1 1 192.168.1.2.

Ha nepBom komnbtoTepe (192.168.1.2) 3anycTute KOMaHOHYH CTPOKY
(BbInONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.1.1

Ecnu Bce nogkntodeHo npaBuneHO, Ha 3kpaHe MOHMTOpa 0Tobpa3nTca OTBET OT
BTOPOro kommnbioTepa (puc.). OTO cBMAeTensCcTByeT 006 MCnpaBHOCTU
KOMMyTaTopa.

INNT' System32 command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<1Bns
Reply from 192.168.1.1: hyte time<1Bms

Reply from 192.168.1.1: bytes=32 time<i@Bms TTL=255
Reply from 192.168.1.1: bytes=32 time<iBms TTL=255

» 192.168.1.1:
4

Puc.5 [aHHble, oTOOpaxatoLlmecs Ha SKkpaHe MOHUTOpPa, nocne
ncnonb3oBaHna KoMaHgpl Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTEKNO»), TO
cnegyeT NpoOBEPUTb COeAMHUTENbHbIE Kabenn N KOPPEKTHOCTb BBEOEHHbIX
IP-agpecoB KOMMbIOTEPOB.

Ecnu He Bce nakeTbl ObiNy NPUHATBI, 3TO MOXET CBUAETENbCTBOBATD:!
- 0 HM3KOM KadecTBe kabens;

- O HeucnpaBHOCTM KOMMYTaTopa;

- O nomexax B IIMHUN.

MpumeyaHwue.
MoTeps curHana npu nepegayve no BOJIC moryT ObITh Bbi3BaHa:
- HeucnpasHocTblo SFP-mogynen
- n3rnbamm kabens
- 6ONbLUMM KONTMYECTBOM Y3110B CBapKu
- HENCMNPAaBHOCTbIO UM HEOAHOPOLHOCTbLIO OMTOBOJIOKHA.
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7. MoaroToBKa K ynpaBneHU0 KOMMYTaTOpPOM Yepes
WEB-unHtepdcenc

WEB-nHTepdeiic nossonsieT Mbko HacTpavBaTb WM OTCNEXMBaTb
COCTOsIHME KOMMYTaTopa, ucrnonb3ys Web 6paysepsl.

Mpexge, 4eM nNpUCTYNUTb K HacTporke KoMmyTtaTopa u4epe3 Web-
uHTepdeinc, Heobxogmmo ybeautbes, yto K M kOMMyTaTop HaxogsTca B
ofHou ceTun. Ytobbl npaBunbHO ckoHdurypuposaTs MK:

1. Yb6eputecb, 4to ceTeBas kapta B [1K yctaHoBneHa, pabotaer wu

nogaepxveaet TCP/IP npoTtokorn.
2. TMogkntoumte kommytatop Kk [K, ncnonb3ya naty-kopg € pasbemammu
RJ45

3. Tlo ymonyanwuio IP-agpec kommyTtaTopa: 192.168.0.1. Kommytatop m 1K
OOSMKHbI HaxoanTbca B ogHow noacetun. Namenute IP agpec MK Ha
192.168.0.X, rae X-umucno ot 2 go 254. MNMoxanyicra, ydbegutecb, YTo
IP-agpec, koTopbli HasHadaeTe [1K, He coBnagan ¢ IP-agpecom
KOMMYyTaTopa.

) Ethernet Properties

General
Connect using:

& Qualcomm Atheros AR8171/8175 PCI-E Gil You can get IP settings assigned automatically if your network supports
- this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following items: () Obtain an IP address automatically

W ® oS Packet Scheduler (®) Use the following IP address:

[J .a. Microsoft Network Adapter Muttiplexor P

-4 Microsoft LLDP Protocol Driver — D216Ex 0ess
[Vl .a. Link-Layer Topology Discovery Mapper . Subnet mask: 255 .255 .255 . 0
[Vl .a. Link-Layer Topology Discovery Respondf{

¥ -4 Intemet Protocol Version 6 (TCP/IPYE) Defad oojcesly:

W - Intemet Protocol Version 4 (TCP/IPv4)

< Obtain DNS server address automatically

(® Use the following DNS server addresses:
Install... Uninstal

Preferred DNS server:
Description

Transmission Control Protocol/Intemet Protocol Alternate DNS server:
wide area network protocol that provides comm
across diverse interconnected networks.

[[]validate settings upon exit Advanced...

2K Cancel

4. 3anyctute Web-6paysep.

5. Beeaute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knaBuarype.

6. T[losaBuTca chopma ayTeHTUmKauun.
Mo ymonuanuto noruH: admin Maponk: admin.
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Authentication Required
http://192.168.0.1 is requesting your username and password. The site says:

@ “MNetworks”

User Mame: m

Password:

| ok || cancel |

B panbHenwem naporib U NIOMTMH MOXHO MOoMeHATb 4vepe3 WEB
WHTEpdEeNC KoMMyTaTopa.

8. YnpaBneHue yepe3 WEB-uHntepdenc, ocHoBHble
3NeMeHTbI

8.1 CTpykTypa AepeBa HaBUrauum no rpynnam

MeHto web-nHTepdenc coctomt us 18 pasgenos:

£ Link up

OSNOVO

(] Link dn

[ Disabie

‘- Managed POE Switch
# () System Configuration

PEPPIIY

Olo0e

Ui s

System Configuration

# () Port Configuration [System Description Managed POE Switch 4.5.2

(1) MAC Binding System Object ID 1.36.1.4.1.12284.1

# () MAC Filter [SystemVersion | [Managed POE Switch 4.5.2

# (] VLAN Configuration [Num Network Interfaces |10

#1_) SNMP Configuration Serial Number 123

() ACL Configuration [MAC Address [00.1A28:3C 4D:5E

#{_] QOS Configuration i Address 192.168.0.8

#] IP Basic System Start Time 0-Days 0-Hours 18-Minutes 45-Seconds
# ) AAA Configuration System Date Time 1970/01/01 00:18:48 (Format: Year/Month/Day Hour:Minute: Second)
#) MsTPC System Name Switch

#(_) IGMP SNOOPING Configuration

%] GMRP C

# () EAPS Configuration System Location

#{_) RMON Configuration

#( Cluster

#_) Log Management Brsim Conat

#(_) PoE Power Control

j Reﬁest; i Apply j Help

8.2 Onucanwme kHonok WEB uHTepdpenca

BoNbLWMHCTBO KHOMOK ANS U3MEHEHWNs1 HACTPOeK KoMMyTaTopa vepes
WEB-nHTepgeic yalle BCEro BbIMOMHAKT OAHY M Ty Xe ponb. B tabnuue
npvBeAeHbl onucaHns PyHKUUA, KOTOPbIE KHOMKM BbIMOSHSAOT.

14



KHonka HasHauveHue

O6HoBnget 3Ha4eHue BCEX
Refresh (O6HOBUTL) TEKCTOBbIX MOMEN U NapameTpoB Ha

cTpaHuue.

Uuncnosoe 3Ha4eHue Oynet

obHoBNeHo B namATW. BBeaeHHble
3HayeHMs napameTpa BCTynawT B
cuny TONbKO MOCMNe HaxaTtusi 3TOoMn
kKHonkn. Ecnu paHHble BBedeHbl He
KOPPEKTHO, NosiBUTCS coobuleHne ob

Apply
(MpuHaTE/NOATBEPAUTD)

oLnbke.
Delete (Yganutb) YpansieT Tekyllee 3HavyeHne
OTkpbiBaeT cTpaHuuy crnpaBKu.
Help (Momowwb/cnpaska) OtgenbHas cTpaHuua cnpaeki Aans

KaXgoro 3arnpoca.

8.3 CooOLeHns o6 owmnbke

Mpyv BO3HMKHOBEHMM OWMOKM nNpu o0OpaboTke 3ampoca OT
nonb3oBaTens K KOMMYyTaTopy (BBeOE€Hbl He KOPPEKTHble 3HaYeHUsI)

NosIBNSAETCS OKHO C ONUCAHUEM OLLMOKMN.

Microsoft Internet

Error: Ip address error

8.4 MNonsa ponsa BBoAaa nHdopmaumnm nnu 3Ha4YeHUmn

HekoTopble cTpaHuubl WEB-uHTepdenca kommyTaTtopa cogepxart
nonsa Ansa BeBoAa TOW UMM UHOW MHOpMauun unn 3HadeHuin. C nomoLLbio

15




3TUX NONen MOXHO NOMyyYuTb AOCTYN K pasfnuyHbiM CTpokam B Tabnuue
(puc.).

Ecnn noHapobutcs gobaBnTb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagawowero cnucka NEW (HoBas) M HaxaTb AnNd noaTBEPXAEHMS
kHOMKy Apply (MpuHATS).

Ecnu HyXHO M3MEHUTb yXe CyLLEeCTBYIOLLYH CTPOKY, Heobxoammo
BbiOpaTb M3 BbINafatoLero CcrnvMcka COOTBETCTBYIOLLMIA HOMEP CTPOKW,
BBECTW HYXHble 3HA4YeHUs U HaxkaTb ONS MOATBEPXKAEHUS KHOMKy Apply
(NpuHATB).

Ona yoaneHus cTpoku v3 Tabnuubl, BbibepuTe M3 BbiNagaloLlero
CMUCKa HY>KHbIA HOMEpP CTPOKM 1 HaxXmuTe KHomky Delete (yganuthb).

[a] Linkup

ol elolelalalalolalil

I Managed POE Switch SNMP Community Configuration

=+ _] System Configuration

* 1 Port Configuration [ hem [Community Name |[Read/Write State
#{) MAC Binding [Nex v | | v

PE) MAC Filler 1 public I Read Only Active

*{_] VLAN Configuration

=) SNMP Configuration
& Community Name
%) TRAP Target

# ] ACL Configuration

#_J QOS Configuration

# ) IP Basic Configuration

*_J AAA Configuration

#(_] MSTP Configuration

+ ] IGMP SNOOPING Configuration

*{_] GMRP Configuration

# () EAPS Configuration

*_J RMON Configuration

#(] Cluster Management

#1J Log Management

* _) PoE Power Control

Refresh Apply Delete Help

8.5 lNonsa co 3HaYeHUsAMU TeKyllero cratyca

HekoTopble cTpaHuubl (Mnn nonsa Ha cTpaHuuax) WEB-uHTepderica
npegHasHaveHbl TONbKO ANs 0TobpaxeHUst AaHHbIX 0 paboTe KommyTaTopa.
OTobpaxaemble 3HAYEHUA HA 3TUX CTpaHWULax NpeAHasHayeHbl TOMbKO AN
YTEHUS M He MOryT OblTb M3MeEHEeHbl (Hanpumep nonst KornoHku State Ha

PUCYHKE HUXE).
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£ Link up

sl alalololalalalakes

7 Disable

‘' Managed POE Switch SNMP Community Configuration

#{) System Configuration

*_] Port Configuration

#{J MAC Binding

#{J MAC Filter

#{] VLAN Configuration

=3 SNMP Configuration
£ Community Name
%) TRAP Target

#{ ACL Configuration

() QOS Configuration

# ) IP Basic Configuration

(] AAA Configuration
#{_) MSTP Configuration

1 public I Read Only \ Active |
Refresh Apply Delete Help

#{] IGMP SNOOPING Configuration

*_] GMRP Configuration
() EAPS Configuration
*{_] RMON Configuration
#( Cluster Management
#(1 Log Management
*_] PoE Power Control

9. OnucaHue pasaenoB meHo WEB-uHTepdenca

KOMMyTaTopa

9.1 NnaBHaA cTtpaHnua WEB uHTepdenca

Mocne Toro, kak ObInn BBeAEHbI KOPPEKTHbIE AaHHbIe AN Bxoda (no
yMOM4aHuio UMs nonb3oBartend: admin, napones: admin),

Authentication Required @

User Name: m

Password: eeese

http://192.168.0.1 is requesting your username and password. The site says:
“Networks"

| ok || cancel |

KOMMYyTaTop 0To6pasunT rnaBHyto cTpaHuuy WEB-uHTepdelica ynpaeneHus
KOMMyTaTopom (puc.):
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d Managed POE Switch
() System Configuration

System Configuration

) Port Configuration [System Description |Managed POE Switch 4.5.2

#{) MAC Binding System Object ID 136.1.4.1.12284.1

# () MAC Fiter System Version [Managed POE Switch 4.5.2

# () VLAN Configuration [Num Network Interfaces |10

#1{_) SNMP Configuration [Serial Number 123

# () ACL Configuration [MAC Address J00-1A28:3C 4D5E

#{_) QOS Configuration [iP Address 192.168.0.8

#() IP Basic System Start Time 0-Days 0-Hours 18-Minutes 45-Seconds
#() AAA Configuration System Date Time 1970/01/01 00:18:48 | (Format: Year/Month/Day Hour:Minute: Second)
Q) MSTPC System Name Switch

#(_) IGMP SNOOPING Configuration

(] GMRP

#() EAPS Configuration S o | Coslioe)

#{_) RMON Configuration

#() Cluster

BT o) Mansiaimnt System Contact

#() PoE Power Control

9.2 KoHdpurypauusa cucrtemnl (System Configuration)

[Refresh] [ Apply |

9.2.1 Basic Information (O6was nHdgopmaums)

System Configuration

System Description

System Object ID ||.361.l|.|2284|
System Version IManaged POE Switch 452

|Managed POE Switch 4.5.2

5) sate Management [Num Network Interfaces |10
) SNTP Configuration Serial Number Ji23
& Jumbo Frame Configuration E J00:1A28:3C:4D:5E
8 save Current Configuration ||92 168.0.8
) Configuration File Symns&ﬂh- 0-Days 0-Hours 51-Minutes 8-Seconds
) File Upload System Date Time 1970/01/01 00:51:11 (Format: Year/Month/Day Hour:Minute: Second)
5 system Reboot System Name Switch
#( Port Configuration
%] MAC Binding
#1J MAC Filter System Location
# (] VLAN Configuration
#(] SNMP
System Contact
# (] ACL Configuration
®] Qos
1= 7 banc Comguetion [Refresh] [ Apply | [ Help |




- System Description (OnucaHne cucTembl) cogepxuTt  obLyto
MHOPMaLINIO O CUCTEME;

- System Object ID (MgeHTudukatop cuctembl) otobpaxaeT ceTeBou
naeHTUdMKaTOp CUCTEMBI;

- System Version (Bepcus npowmBku) oTobpaxkaeT TeKyLlyl BEpCUIo
YCTaHOBMEHHOW Ha KOMMYTaTOpP NPOLUNBKY;

- Num network interfaces (KonnyectBo nopTtoB B KOMMYyTaTope)
oTobpaxkaeT KONMYECTBO BCEX MOPTOB AN COEAMHEHMS C CETbIO;

- System start time (Bpemsa 3anycka cucTteMbl) oTOBpaxaeT CKOMbKO
BPEMEHW MPOLLIIO C MOMEHTA BKITHOYEHUS;

- System name (Mmsi kommyTaTtopa) oTobpaxaeT MMs KOMMyTaTopa.
Monb3oBaTtenb MOXET NepeMMeHoOBaTb KOMMYTATOP;

- System location (MecTononoxeHve kommyTaTopa) oTobOpaxaeT
dhumsnyeckoe MEeCTOMNONOXeHne KoMMyTaTopa. 3apaeTtcs
nonb3oBaTenemM;

- System Contact (KoHTakTHble AaHHble) oTobpaxkaeT ums Bnagensua un

€ro KOHTakTHble JaHHble. 3agaeTcs Nofb3oBaTesieM.
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9.2.2 Serial Port Configuration (MHdopmauusa o6 nHtepdeiice
ynpaBneHust KOMMyTaTopom)

[=) Linkup

ot alalalalalalalalasles

[ Disabie

3 Managed FOE Switch : Serial Port Configuration
=y System Configuration

B Basic Information [BaudRate ]3840

Serial Information [Character size g

%) User Management [Parity Code None

[8) Safe Management [stop Bits u

%) SNTP Configuration [Flow Control [None

) Jumbo Frame Configuration Refresh Help

&) save Current Configuration
& Configuration File
B File Upload
System Reboot
* _J Port Configuration
¥ (] MAC Binding
# {1 MAC Filter
#{] VLAN Configuration
*1_] SNMP Configuration
*_J ACL Configuration
#1_] QOS Configuration
] IP Basic Configuration
%) AAA Configuration
*_) MSTP Configuration
# ] IGMP SNOOPING Configuration
(] GMRP Configuration
®J EAPS Configuration
#{_] RMON Configuration
(] Cluster Management
#{) Log Management
=] PoE Power Control

[aHHaa cTpaHvua WEB-nHTepdennca oTobpaxaeT napameTpbl
ynpaBreHns KOMMyTaTopoM Yepes untepdenc RS232/485, ncnonb3ysa nopt
CONSOLE. Tlpu ynpaeneHuM kommyTaTtopom 4epe3 HyperTerminal
ybeauTech, YTO HACTPOWKN COOTBETCTBYIOT NPMBEAEHHBIM Ha 3TOW CTpaHuue
3HAYEHUAM.

- Baud rate (ckopocTb nepegaun gaHHbIX)
- Character Size (pasamep CMMBOOB)

- Parity code (6uT 4yeTHOCTH)

- Stop bits (ctonoBble 6UThI)

- Flow control (ynpaBneHue notopom).
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9.2.3 User Management (MHcpopmauusa o nonb3oBaTesnsix)

r=] Linkup

it ialalelalalalalolis

[ Disable

‘- Managed POE Switch Multi-user Management Configuration
=4 System Configuration
&) Basic Information fitem User name [0id password | New password | Re-enter password Privilege

) Serial Information =4 =N, I | ~
Il

5 user C I Privilege

18) Safe Management
& SNTP Configuration Refresh | Apply Delete Help

8 Jumbo Frame Configuration
B Save Current Configuration
8 Configuration File
5 File Upload
&) system Reboot

+_J Port Configuration

+{_] MAC Binding

#_ MAC Filter

#{) VLAN Configuration

*_1 SNMP Configuration

* ) ACL Configuration

+{] QOS Configuration

* ] IP Basic Configuration

+_] AAA Configuration

#(_) MSTP Configuration

+_] IGMP SNOOPING Configuration

admin

Ha aTov cTpaHuue MOXHO W3MeHUTb/3agaTb HOBbI naponb (new
password) Ons Tekywero nonb3oBaTend, W3MEHUTb MNpaBa JocTyna K
yrnpaBneHuto kommyTtaTopoM (privilege) n gp.

Maponu HyXHO BBOAUTL C y4yeTom pernctpa. OHM MOryT cogepxatb 40
16 cumBonos. [Ana BBOAa naponsd HeobxoaMMo ABaAbl BBECTU HOBbIV

naponb B none New Password n B Re-enter Password. [nsa Toro, 4to0bl

N3MEeHEeHWNst BCTYNUNun B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHaTs).
Mocne aToro nonb3oBaTento NoTpedyeTcsa 3aHoBo BoviTM B WEB nHTepdeiic,
NCNonb3ys HOBbIV Naporb.

C nomouwbo HacTpoek Ha 3TOW CTpaHuue nofb3oBaTenb MOXeT
3a/aTb MHOronorib30BaTeNbCKUA PEXMM yNpaBreHus KoMMyTaTopom (multi-
user).

IOna ynpaenenusa 4depe3 Telnet 1 WEB gna nonb3oBaTtens OOSMKeH

ObITb BbIGpaH MHOrONONb30BaTENBCKUA PEXUM.
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9.2.4 Security Management Page (ynpaBneHune 6e30nacHOCTbIO)

Linkop

ol elolslalalalololiles

b

i Managed POE Switch User Safety Configuration (http,telnet,snmp)
=4 System Configuration
&) Basic Information (Acl Group Must Exist, and range in 1-99)
&) serial Information U SR Acl Group
B) User Management B lo |
%) Safe Management HTTP 0
&) SNTP Configuration SNMP 0
8 Jumbo Frame Configuration TELNET 0
&) Save Curent Configuration SSH 0
) Configuration File
& File Upload Refresh Apply Help

) System Reboot
#_J Port Configuration
#{_] MAC Binding
# () MAC Filter
*_] VLAN Configuration
* _J SNMP Configuration
“{_] ACL Configuration
+ (] QOS Configuration
#11 IP Basic Configuration
*_) AAA Configuration
#1_] MSTP Configuration
+ ] IGMP SNOOPING Configuration

Ha paHHOM cTpaHuue HaxogsaTcsl HaACTPOWKM, MO3BoNsAoLmME
agMuHUCTpaTopy rMMbKo ynpaBnsTb OCTYNOM K YNPaBfieHU0 KOMMYTaTopoMm
(WEB, TELNET wnnn SNMP) Ha ocHoBe ACL (nuct ynpaBneHus gocTynom)

EcTb  BO3MOXHOCTb  MOMHOCTLIO  OTKMIOYUTBL  yrpaBreHue
KOMMYTaTopoM A5is1 KOHKpeTHoro metoga ynpasneHus (WEB, TELNET unu
SNMP). Tlo ymonyaHuio ynpaBneHue C MOMOLUBIO Kakgoro MeTtoga
paspelleHo n ACL ounbTpaums He NpUMeHsieTCs.

AOMUMHUCTpPATOP  MOXET  YaCTUYHO  3anpeTuTb  yrnpasreHue
KOMMYTaTopoM C MOMOLLbIO OAHOrO UMW HECKOMbKUX METOAOB, UCMOMb3ys
ACL cdunbTpaumio.

Mpn npumeHeHnn ACL dunbTpaumm AN Kaxgoro  MeTtoda
ynpaeneHuss HeobxoAMMO Yyka3aTb 3TOT MeTOA B CMUCKe service type, a
3atem BbiGpatb ACL oT 1 go 99. naBHoe ycnoBue — BbiOpaHHbIi ACL
OormkeH ObITb CO34aH 3apaHee.

O6paTtute BHMMaHWe, ecnv aaAMUHUCTPATOP 3aKPOET BO3MOXHOCTb
ynpaBnsaTe KommyTtatopom no WEB, ata cTpaHuua ¢ HacTponkamu
nepectaHeT OblTb AocTynHa. Torga MOXHO BOCMOMb30BaTbCA APYrvM
MEeTOAOM yrnpaBneHus, Hanpumep yepes Telnet unu SNMP.
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9.2.5 SNTP Configuration (CUHXpOHM3aLUs BpeMeHH)

‘- Managed POE Switch y SNTP Configuration
=4 System Configuration
Dask: Ionmaton Server IP Address 1 211.115. 194. 21
B Serial Information e
User Management Server IP Address 2 203. 109.252. 5
Safe Management Server IP Address 3 192. 43. 244.18
) SNTP Configuration Time Interval (second) 1800
Jumbo Frame Configuration T Zons +8.00
: Enable Status Disable V|
) Configuration File
File Upload Last Update Time
System Reboot System Date Time 1970/01/01 00:54:30
#L1 Port Configuration Refreshl [ Apply
) MAC Binding
#1J MAC Filter

# () IGMP SNOOPING Configuration
Ha atoi cTpaHuue HaxoasTcst HacTponkn SNTP (MpoTokom CUHXPOHM3aLmMn
BPEMEHW MO KOMMbIOTEPHON CETH).

9.2.6 Current Configuration File (MpocmoTp TekyLuen KoHdurypaumm)

' Managed POE Switch Save Current Configuration
=4 System Configuration Save | Help
Basic Information ' )
I username admin enc-passworg *** T privilege
Serial Information '
User Management vian database
) safe Management !

spanning-tree mst configuration

%) Jumbo Frame Configuratior  SPanning-tree mst enable
'
&) save Current Configuraion  interface vian1

) Configuration File ip address 192.168.0.8/24
File Upload ipv6 address fe80::21a:2bff fe3c 4d5e/64
[}
&) System Reboot interface ge1/1
B Conf '
1y " Port interface ge1/2
#1J MAC Binding !
#(2) MAC Filter interface ge1/3
2 '
%11 VLAN Configuration interface ge1/4

() ACL Configuration

#(_) QOS Configuration interface ge1/6.
(1 IP Basic Configuration :
#(_} MSTP Configuration :nlenace gel/g
#L) IGMP SNOOPING Configurai interface ge1/9
() GMRP Configuration !

interface ge1/5
'

interface ge1/7
1

B ;nledacc ge1/10

) RMON Configuration sntp server 211.115.194.21
Ha sntp server 203.109.252 5
#C0 Ciuster Management snip server 192.43 244.18

#() Log Management Isnm time-zone +8.00

10 M
#(J PoE Power Control noe mar-nawer 120
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Ha oarton cTpaHuue oTobpaxaeTcsa Tekywas KoOHurypaums
kommyTatopa. KHonmka Save (CoxpaHuTb) MO3BOMUT COXPaHUTb TEKYLLYIO
KOHdUrypawmio KommyTatopa B naMsaTb KOMMYyTaTopa.

Mockonbky 3anucb charnna Tpebyet yaanenusi/3anucu Ha FLASH
namaTb KOMMYTaTopa, onepaums MOXET 3aHATb HEKOTOPOE BPEMS.

9.2.7 Configuration file (CtapToBas koHcurypaums, coxpaHeHue cpanna
C HacTpownkamm)

OSNOVO ;%tr:::::

Disa

- Managed POE Switch Configuration File

=iy System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
) Information
- Bas.lc 4 3 Download Delete Help
B Serial Information Il
) User Management username admin enc-passworg =TT privilege
1

B safe Management
%) SNTP Configuration
B Frame Configuratior spanning-tree mst configuration
- !
B Save Current Configuration spanning-tree mst enable
B 1
$ Confiowsn FAe interface vian1
5 File Upload ip address 192.168.0.8724
%) System Reboot X ipv6 address fe80::21a:2bf fe3c 4d5e/64
# ] Port Configuration
#1_] MAC Binding
() MAC Filter
* ) VLAN Configuration interface ge173
() SNMP Configuration !
#(_) ACL Configuration
() QOS Configuration interface ge1/5
1
# (1 IP Basic Configuration intarfara natiR

vian database
1

interface ge1/1

interface ge1/2
1

interface ge1/4

CrapToBas koHcurypauus npegcrasnset coboi dann, 3anMcaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmyTaTtop 3anyckaetcd U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauunm Bo FLASH namaty,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkammn no ymonyaxuio (default).

KHonka Delete (yaanutb) no3BonsieT Bbi3BaTb UanoroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywuii cann koHdurypauun mns FLASH
namatn. Ecnu Bbl nepegymanu 9TO AenaTtb, HaxmuTe kHonky Cancel
(oT™meHa).

KHonka Download (ckauuBaHue) ucnonb3yeTcs [AOMfs cKaumMBaHWs
KoHdurypaLmoHHoro canna Ha K u3 namatn kommytatopa. B ananorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K katanory ¢ dannamm
KoHurypaumu. Mo ymonyaHuio nms danna switch.cfg
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9.2.8 File upload (3arpys3ka channa ¢ HacTpomMKamm)

~
- Managed POE Switch File Upload
=34 System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)

%) Basic Information
%) serial Information
£ User Management
%) Safe Management
%) SNTP Configuration
) Jumbo Frame Configuratior ... Upload Help
%) Save Current Configuration
%) Configuration File
%) File Upload
&) System Reboot

1) Port Configuration

#{) MAC Binding

® 1 MAC Filter

#_J VLAN Configuration

#{_] SNMP Configuration

#1_] ACL Configuration

#{J QOS Configuration

#J IP Basic Configuration

#_) AAA Configuration

#1_] MSTP Configuration

#_) IGMP SNOOPING Configurati

#_J GMRP Configuration

Ha aTtom cTpaHuue npenctaBnsieTcs [OOCTYNn K 3arpys3ke paHee
CO30aHHbIX hannioB KOHPUrypaumm B NnamaTb KOMMyTaTopa.

Haxmute kHonky Path (nyTb), 4TOOblI BbIBpPaTh HYXHBIW hann C
kKoHGurypaumen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3uts). ®ann
OOMKeH umeTb paclumpeHue: .cfg

Ecnn y Bac ectb obpa3 gucka C HacTpoWkamu, TO Bbl MOXeTe
3arpy3uTb ero. Obpas gormkeH umeTb paclumpeHue canna: .img

BHumaHue

Bo Bpemsa 3arpyskm davina KoHdurypauuum B namMsaTb KOMMYyTaTopa He
nepexogute Ha gpyrue ctpaHuubl WEB-nHTepdeiica, He nepesarpyxante u
He OTKMIOYalTe KOMMYyTaTOp, MWHa4ye HacTponku OyayT 3anucaHbl C

owmnbkamu, 4TO MOXET NoBreYvb 3a cobon cbom B pabote kKommyTaTopa.
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9.2.9 System reboot (Mepe3arpy3ka koMMyTaTopa)

Slalslalalolololes

A
—J Managed POE Switch System Reboot
=J System Configuration Reboot Reboot Factory Help
&) Basic Information
&) Serial Information
&) User Management
&) Safe Management
£ SNTP Configuration
%) Jumbo Frame Configuratior
%) Save Current Configuration
%) Configuration File
%) File Upload
%) System Reboot
#1_) Port Configuration
*{_] MAC Binding
*{_J MAC Fitter
# ) VLAN Configuration
# () SNMP Configuration
#{_] ACL Configuration
# 1 QOS Configuration
() IP Basic Configuration
#1_1 AAA Configuration

Ha gaHHon ctpaHmue WEB nHTepdelica npegoctaBnsaeTcs 4ocTyn K
nepesarpyske KOMMyTatopa WIu 3arpyske 3aBOACKMX HacTpoek. [Onsa atoro
HaxxmuTe kHoMKy Reboot (nepesarpyska) unm Reboot Factory (3aBoackue
HacTponku). B nosiBMBLIEMCA OManoroBoM OKHe MOATBEpPAMTE CBOE
nencteme kHonkon OK unm oTMeHuTe ero ¢ nomollbito kHonku Cancel
(oT™meHa).

9.3. Port configuration (KoHdurypuposaHue nopToB)

9.3.1 Port Configuration (KoHdwurypauus noptoB)

Ha aTon ctpaHuue npeactaeneHa MHgopmauns no Kaxxaomy nopry
KommyTartopa. lMonb3oBaTenb MOXET MEHsITb CKOPOCTb Mepefayn AaHHbIX,
BKIIOYaTb MNU OTKNOYaTb TOT UMM MHOW MOPT, npocmaTtpusaTb 6asoByto
WHopmauumio.

Ons HacTpowmkn KOHKpEeTHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHve 13 BbinagawoLero cnucka. o ymonyaHuio BCe NOPTbl BKITHOYEHbI
(UP), 4ToObl BbIKNIOYMTE MNOPT Heobxogumo BbibpaTb nyHKT DOWN
(BbIKIMIOYMTE). YTOOBI M3MEHEHMS BCTYMWMM B CUMY, HaXMuTe KHOMKy Apply
(npuHaTL). Takum xe o6pa3om BblIOMpaeTcA 3Ha4eHWs CKOpOCTW Ans
BblOpaHHOro nopta. Hanpumep, half-10 o3HadaeT, 4Tto Ans BbIGpaHHOrO
nopTta yctaHoBrneHa ckopocTb 10 M6uT/c, pexum nepegayu - nonygynnekc.
lMocne BHeCEHNst U3MEHEHUI HaXKMUTe KHOMKy Apply (MpuHATB).

HaxaTne kHonkn Refresh (0OHOBWTL) OOHOBUT 3HAYEHUS HACTPOEK
ONS NopToB.
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alalaiojalialolaliocied
T2 3 7T 5§ 7 8% 9% W0

~
‘3 Managed POE Switch Port Common Configuration/Show
#1) System Configuration
=4 Port Configuration Selected Ports
‘Common Configuration \Admin Status T V]
Port Statistics (Config Speed [Auto-Negotiats V]
Flow Control
Broadcast Storm [Refresh] [ Apply | [ Help
5 Port Ratelimit
& Protected Port T selectanl || Port || Admin Status || Operate Status || Duplex&Bandwidth Config Speed || VLAN Mode || Default VLAN
Learn Limit a gel/1 Up Up Full-1000 Mbps Auto-Negotiate Access 1
Port Trunking ] getr2 Up Down Unknown Auto-Negotiate Access 1
B Mirror O gel3 Up Down Unknown Auto-Negotiate Access 1
& ODM [m] gel/d4 Up Down Unknown Auto-Negotiate Access (]
{ Binding
,‘,' o [m} get/s Up Down Unknown Auto-Negotiate Access 1
) MAC Fitter
#() VLAN (B ge1/6 Up Down Unknown Auto-Negotiate Access 1
(] SNMP = | ge17 Up Down Unknown Auto-Negotiate Access 1
#{) ACL [m] ge18 Up Down Unknown Auto-Negotiate Access 1
#(_) QOS Configuration [m} ge19 Up Down Unknown Auto-Negotiate Access 1
1 IP Basic Configuration O 9e1/10 Up Down Unknown Auto-Negotiate Access 1

1) AAA Configuration

#(] MSTP Configuration

#(J IGMP SNOOPING Configurati
#() GMRP Configuration

%1 EAPS Configuration

9.3.2 Port statistics (CtaTucTuka paboTbl NOPTOB)

alalalalalalalafesios)

‘4 Managed POE Switch Port Statistics Information

#(J System 4
=3 Pot [port: [ |
Common C
Port Statistics [Port Statistics information
Flow Control . Received Unicast Packets Num
Received Total Bytes (ifinOctets) || 0 ol ; 0
Ratelimit Received Non-Unicast Packets Received Discard Packets Num
fod S Num (ifinNUcastPkts) o (ifinDiscards) 0
Received Error Packets Num Received Unkonwn Protocol
Loam Lk (ifinErrors) o Packets Num (ifinUnknownProtos) 2
) Port Trunking
B Mimor Send Total Bytes (tOutOctets) || 0 o o Unlcast Packots tum: 0
J(ifOutUcastPkts)
DDM Information Send Non-Unicast Packets Num || Send Discard Packets Num 0
%) MAC Binding (fOutNUCastPkts) (itOutDiscards)
# () MAC Filter ~ Send Eror Packets Num 0
%) VLAN Configuration {ifoutErron)
#{_) SNMP Configuration Refresh| | Help

#(] IP Basic Configuration
#(_J AAA Configuration
%) MSTP Configuration

Ha aton cTtpaHuue npegctaBnena nHgopmaums no pabore nopros.

Ons Bbl60pa KOHKPETHOro noprta BOCHOHbSyVITer BblNagawouem meHto Port

(nopT). B Tabnuue Hwke oTobGpasnTcsa BCs AOCTYNHast MHOpMaLNS:

Received Total Bytes (konm4yecTBo NpUHATLIX 6anT);
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Received Non-Unicast Packets Num (KOfM4eCTBO MPUHATLIX «HE
Unicast» nakeTtoB);

Received Error Packets Num (konuyectBO MPUHATBIX MNaKeTOB C
owmnbkon);

Send Total Bytes (konM4ecTBO OTNpaBreHHbLIX OalnT);

Send Non-Unicast Packets Num (KOnn4ecTBO OTMNPABMEHHbIX «HE
Unicast» nakeToB);

Send Error Packets Num (KonuyecTtBo OTNpaBneHHbIX C OLUIMBOKON
nakeToB);

Received Unicast Packets Num (konmdectBO nonyyeHHbix Unicast
nakeToB);

Received Discard Packets Num (KonnyecTBo «ApOMNHYTbIX» NakeToB Npwu
nony4YeHunn);

Received Unknown Protocol Packets Num (KonmM4ecTBO MOSYyYEHHbIX
NakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaayn);

Send Unicast Packets Num (konmmyecTtBo oTnpasneHHbix Unicast
nakeToB);

Send Discard Packets Num (konnyecTtBo oTbpacbiBaeMbIX MakeToB Mpu

oTnpaske).
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9.3.3 Flow Control (ynpaBneHue noTokom Ansi nopToB)

HdaHHas cTpaHuua nosBonseT HacTpavBaTtb dyHkumio Flow Control
(ynpaBneHue noToKoM) Ans KOHKPETHOro nopTa.

Utobbl BKMWOUMTE  wnnM  oTkmounte  Flow  Control  BeiGepute
KOHKPETHbIN MOPT U3 BbiNagatoLwero MeHto, a 3atem coctosHne ON (BKM) unu
OFF (BblIkI.)

[daHHas HacTporka MOXEeT BbINOMHATLCA ANA OTNpaBkM W Ansg
nony4YeHns nakeTos.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

alolalalalalolalioios

e e =)

N
‘d Managed POE Switch Flow Control
#L) System ( .
=3 Port [port:| V]
% Common C
) Port Statistcs [ Flowcontrot (g v] ]
£ Flow Control
%) Broadcast Storm Refresh Apply Help
%) Port Ratelimit Port Name Flow Control State
%) Protected Port getl off
%) Leam Limit 96112 off
% Port Trunking GG off
& Miror ge1/d on
£ DOM Information gel/5 off
#{_) MAC Binding ge1/6 off
#() MAC Fiter gelr7 off
#{_] VLAN Configuration ge1/8 oft
#{_) SNMP Configuration ge1/9 off
#(J ACL Configuration 0e1/10 off

#] QOS Configuration

*(_J MSTP Configuration
) IGMP SNOOPING Configurati

9.3.4 Broadcast storm control (ynpaBneHue 3awmton ot Broadcast storm)

Ha paHHOM cTpaHuue HaxoOATca HacTpoWKW, MNo3Bonsolive
BKMIOYUTb UMW BBIKMIOYMTL 3aWUMTY OT BIMSIHUA  LUMPOKOBELLATENbHbIX

(Multicast) naketoB 1 DLF nakeToB Ha nepenaBaeMblin/nonydaemMbln Tpaduk.
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‘- Managed POE Switch Broadcast Storm Control

“1L System C i
=3 Port Configuration [port: | M |

8 Common

B Port Statistics Broadcast Suppression Broadcast Ratelimit o | (11024000 kbps)

© Flow Control o 2

Multicast Suppression Multicast Ratelimit | (1-1024000 kbps)

) Broadcast Storm =

B Pot X DLF Suppression DLF Ratelimit o | (1-1024000 kbps)

8 Protected Port Refresh Apply Help

5 Leam Limit Port Broadcast Broadcast Ratelimit Multicast Multicast Ratelimit DLF DLF Ratefimit

5 Port Trunking Name Suppression Suppression (kbps) Suppression || (kbps)

8 Mimror [ ge1t off 64 Off 64 off 64

% ooM ge172 off 64 off 64 off 64
#1_] MAC Binding ge13 o [ oft 64 off 64
%) MAC Filter gel/d of 64 of 64 of 64
%) VLAN gell5 o 64 oft 64 o 64
#() SNMP Configuration [gells off 54 off 64 off 64
%) ACL gel/7 off 54 off 64 off 64
%) QOS¢ 0e1/8 off 54 off 64 off 64
©3 IP Basic ( 98119 off 64 off 64 off 64
01 AAAC ge1/10 o 4 of 64 oft 64

%) MSTP Configuration
# () IGMP SNOOPING Configurati

B Beinagawowem cnucke PORT (nopT) BbibepuTe HyXHbIN MOPT,
Bkrtoumte (ON) wunu BoikmoumTe (OFF) 3awmTty AnS KOHKPETHOro BuAaa
naketoB Broadcast, Multicast unu DLF. Takke MOXHO 3agaTb CKOpPOCTb
(Kbut/c) anst KOHKpeTHoro Buaa nakeToB. 3HadeHust ckopoctu DLF wu
Multicast gomKkHbl ObITb OANHAKOBBLIMU.

Bce nsmeHeHua noaresepxgatotca kHonkon Apply (MpuHATS).

9.3.5 Port rate limit (OrpaHnyeHne NPONycKHOM CMNOCOGHOCTU Ha
nopTax)

Ha paHHOM cTpaHuMue MOXHO TIMOKO oOrpaHuMyMBaTbh CKOPOCTb
npvema/nepegayn nakeToB Ha BblOpaHHOM nopTe. Ona aToro BbibepuTe
nopt B Bbinagatwem cnucke PORT, ykaxute 3HayeHune (Kb6ut/c) gna
CKOpOCTM nepefaunm AdaHHbiX (Send Packets Rate Control) n gns ckopoctu
npuema pfaHHbix (Receive Packets Rate Control). [Ona nogTsepxaeHus
BbIOpaHHbIX HAaCTpoek HaxmuTe kHonky Apply (MpuHATh). [Ona OTMEHbI

orpaHVYeHNs NPOMYCKHOWM cnocoGHOCTU HaxkmuTe kHonky Cancel (oTMeHa).
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alalalaloiaialalacies
T T & 7 8 8

7 3 4 10

‘4 Managed POE Switch Port Rate Limit
(] System C «
=43 PortC fport: | i |

£ Port Statistics Send Packets Rate Control Kbps (1-1024000) Cancel | (Cancel Send Packets Rate Control)

) Flow Control Receive Packets Rate Control |0£f kbps (1-1024000) Cancel | (Cancel Receive Packets Rate Control)

) Port Ratelimit Refresh| [ Apply | [ Help
1) Proeciad Port [ Port Name | Send Packets Rate Control (bps) ]

() MSTP Configuration
#_] IGMP SNOOPING Configurati

9.3.6 Protected Port (3awwmTa nopToB)

d Managed POE Switch Protected Port
) System Configuration !

=3 Port Configuration Port Name Is Protected Port
) Common Configuration 0 getlt Na
Port Statistics u] ge1/2 No
Flow Control a gels3 No
Broadcast Storm 0] ge1/d No
&) Port Ratelimit 5] getis No
B Protected Port 8] 2ot No
Lot o i o
B Mior a ge1/8 No
&) DM Information 8] ge19 No
%) MAC Binding O 9e1/10 No
#(1 MAC Filter ‘
%) VLAN Configuration Refresh Protected Port Unprotected Port | Help

Ha paHHOM cTpaHMue MOXHO BbiGpaTb MNOPT, KOTOpbIA GyoeT
M30NMpPOBaH OT APYruX.

MN30onupoBaHHbIi MOPT HE MOXeT OOMEHMBATbCS AaHHbIMKU C
APYTVIMU M30NMPOBAHHBIMW NMOPTaMU.

MN30nupoBaHHbI NOPT MOXET 0OMeHMBaTbCs AAHHBIMU TONbKO C
HEen3onMpoBaHHbLIM MOPTOM/MOPTaMMU.
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9.3.7 Learn Limit (OrpaHnyeHmne MmakcumanbHoro konudyectea MAC ansa
paboTbl)

Ha paHHOM cTpaHuue npeacTaBneHa BO3MOXHOCTb YNpaBneHust
MakcumarnbHbIM konndectBom MAC agpecoB, C  KOTOpbiMM  crnocobeH
pabotatb nopT. Mo ymMon4yaHuto 310 3HavyeHue paBHo 8191. [1na nameHeHus
3TOro 3HayeHus BbIbepuTe NopT B BbiNagaroLem MeHto Port (nopT), a 3atem
B ctpoke MAC Address Num Able to Learn (makc. konudectBo MAC
agpecos) YKaXUTE CBOe 3HayeHue. [ns MNpUMMEHEHUs HacTpoeK
ucnonb3ynte kHorky Apply (npuHaTe), Ans oTmeHbl — Cancel Limit

(OTMEHUTb NUMKT).

(=1 (=] ] (=] (=1 (=] (=] [=] (1) F]
1 T3 T T T T VN

~
' Managed POE Switch Learn Limit

#1 System (
=<3 Port kﬂ‘:\ M |
%) Common Configuration "
%) Port Statistics MAC Address Num Able To Learni0 08191
%) Flow Control
5] B‘M Refresh| Apply Cancel Limit Help
ort Ratelimit Port Name MAC Address Num Able To Learn
5 Port Raf
%) Protected Port gel/l 8191
%) Leam Limit getr2 8191
5 Port Trunking gel/3 8191
B Miror gel/4 8191
%) DDM Information gel/s 8191
() MAC Binding ge1/6 3191
©() MAC Filter gell7 8191
#{_J VLAN Configuration gel/g 8191
#{) SNMP Configuration gel’9 8191
#() ACL Configuration 9e1/10 8191

%} QOS Configuration
“(J IP Basic Configuration

() AAA Configuration

() MSTP Configuration

#() IGMP SNOOPING Configurati
%} GMRP Configuration

(1 EAPS Confiquration

9.3.8 Port Trunk Configuration (KoHcdurypupoBaHue trunk’os)

Ha paHHoW cTpaHuue npeactaBneHbl HACTPOWKK AN KOHUrypaumm
trunk nopTos.

Bbl MOXeTe 00beauHATbL MX B rpynnbl (arperMpoBaHue), HasHavatb
ID ans nopTa, MeHsATb cnocob Bbibopa Trunk u T.4.
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"4 Managed POE Switch Port Trunking Configuration
#_] System Configuration
=y Port Configuration Trunk Group 1D Trunk Method ‘Able Config Port Member Port
£ Common Configuration 1
%) Port Statistics
& Fiow Control
B Broadcast Storm
8) Port Ratelimit
) Protected Port
&) Leamn Limit g01/9 Create Trunk Group
8 Port Trunking gel/10
8 Miror | o
£ oM inomaton SerTranketod Unimerber Po <=
# (] MAC Binding
@) MAC Filter Delete trunk Group
#_J VLAN Configuration
# ] SNMP Configuration
# 1 ACL Configuration
#{] QOS Configuration
* ) IP Basic Configuration
# () AAA Configuration
%] MSTP (
O O U (Note: There must have at least one trunk group when you configure trunk method. Al the trunks use the same trunk method. You can only delete or
#_) GMRP Configuration add a member port when a trunk already exists. Delete trunk groups when they have no member.)

# () EAPS Configuration Refresh Help
# (] RMON Configuration

Member Port =>

Ytobbl cosgaTtb trunk gma nopta vnu M3MEHWTb CYLLECTBYIOLLWN,
Heobxoammo BblbpaTth ID o1 1 go 8.

UTtobbl BHECTM U3MEHEeHWs unmn co3gaTtb trunk-rpynny BbibepuTte
cooTBeTcTBYOWMA trunk group ID (ot 1 go 8) m3 cnucka. NHdopmauusa o
trunk-rpynne 6ygeT otobpaxeHa B none member port.

Ons cosganua trunk-rpynnel Bbibepute ID B trunk group ID wm
HaxmuTe Create Trunk Group, B cKoOkax MNOSIBUTCS COOTBETCTBYOLLAS
nHdopmaums).

Ons HacTponkm MeToda TpaHKuHra mnopToB Bblbepute u©3
BbiNafalollero cnucka HeoOXOOMMbIA WM HaXMWTe Ha KHOMKy Set up
aggregation method.

Y1066l 4OGaBMTL NOPT B trunk-rpynny BbibepnuTe COOTBETCTBYHOLLMM
nopT M3 cnucka M HaxmuTe Member Port =>. [na yganeHusa nopta u3
rpynnbl Beibepute COOTBETCTBYOLWMIA NOPT M HaxMmnTe Unmember port <=.

Ona yoaneHusa cyuwlecTtsyowen trunk-rpynnbl UCNONb3YATE KHOMKY
Delete trunk group (yganutb trunk-rpynny).

KommyTaTop nos3BonsieT MCnonb3oBaTb LWECTb MEeTOAOB CO34aHust
trunk’os:
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- Metopg, ocHoBaHHbIN Ha ncxogHoMm MAC apgpece;
- MeTog, ocHoBaHHbIM Ha MAC agpece HasHa4YeHus;
- MeTopg, ocHOBaHHLIN Kak Ha ucxogHom MAC, Tak n Ha MAC agpece
HasHa4eHus.
- MeTopg, ocHoBaHHbIN Ha ncxogHoMm IP agpece;
- MeTopg, ocHoBaHHbIN Ha IP agpece Ha3HaveHUs;
- MeTog, ocHOBaHHbLIM Kak Ha ucxogHom IP, Tak u Ha IP agpece
Ha3Ha4YeHwus.
KommytaTtop nopgepxumBaetr makcumym 8 trunk- rpynn, oo 8 nopTtoB B
Kaxxgon rpynne. Trunk- rpynnbl MOryT WCNOMb30BaTb pasHble MeTOAbl
arpermpoBaHug.

9.3.9 Port mirroring configuration (3epkanMpoBaHue NOpPTORB)

alalalalalalalalales

T % L8

~

‘4 Managed POE Switch Port Mirror Configuration

# () System Configuration

=43 Port Configuration Wirror Port Able Config Mirrored Ports Wirror Direction Mirror Config info
B Common Configuration [ [—
B Port Statistics 101/2

8 Flow Control hyon

%) Broadcast Storm gel/5

) Port Ratelimit s
8 Protected Port g01/8
5 Leam Limit by ?o
£) Port Trunking il
B Mirror
5) DDM Information (Mirror port name like: ge1/1)

+(_) MAC Binding

#J MAC Filter

#1_] VLAN Configuration

# () SNMP Configuration

# () ACL Configuration

# () QOS Configuration

*# 1 IP Basic Configuration

#() AAA C

# (L) MSTP Configuration

#(1 IGMP SNOOPING Configurati Refresh| | Apply Help

*(_) GMRP Configuration

#() EAPS Configuration

Ha paHHOM cTpaHuue [OCTYyMHbl HacTPOWKM 3epKanuvpoBaHUs
(mirroring) noptoB. BeibupaeTtcs ogmH nopt (Mirror Port), koTopbin 6ygoeT
aybnuposate TpadwuKk OpyrMx MOPTOB, YyKa3aHHbIX B  HacTpOMKax
3epKanupoBaHus.

- Beibepute nopt (nopT-3epkano), kotopbin bygeT Aybnuposatb Tpaduk
OpYryX NOPTOB;
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- Bbibepute nopTbl, Tpaduk KoTOpbIX byaeT AyGnMpoBaTbCs Ha NopT-
3epkarno;

- BblbepuTe, Kakme UMEHHO MakeTbl OyayT OyGnvpoBaTbCs Ha MOPT-
3epkano B Bbinagawoowem wmeHwo Mirror Direction (RECEIVE -
nonyvyaemsble naketol, TRANSMIT — oTnpasnsemble naketbl, BOTH —
nonyvyaemble n otnpasnsemble naketol, NOT_RECEIVE — oTmeHdaeTt
OybnupoBaHne nonyvyaeMblx NakeToB Ha nopT-3epkano, NOT_TRANSMIT
— OTMeHsieT AybnvpoBaHMe OTNpaBnsieMblX MakeTOB Ha MOPT-3epkano,
NEITHER — oTmeHsieT oybnupoBaHue Kakux NMbO MNakeToB Ha MopT-
3epkano);

- Pesynbtatbl 6yayT otobpaxeHsl B none Mirror Config Info.

9.3.10 DDM information (koHTponb napametpoB SFP moaynen)

Ha atoil cTpaHuue npeacTtaBneHa WHGoOpMauMs O  TaKux
napameTpax pabotbl SFP mMoaynein kak HanpshkeHue nuTaHusl, Temnepartypa
MOZynsi, TOK CMELLEeHWs U MOLLHOCTb Jla3epa, YPOBEHb MPUHUMAEMOrO
curHana. [laHHble napameTpbl NO3BOSISIOT ONPeAeNnUTb COCTOSIHUE NIMHUM B
uernom. (Ucnonb3zyembie SFP modynu domkHbl noddepxxusamb amy

OyHKUUI.)

alalalalalalalalclos

- Managed POE Switch DDM Information
#(J System Configuration '
=3 Port Configuration Interface gel/9.

5 Common Configuration

The interface gel/8 hasn't optical medule
B Port Statistics
B Flow Control Interface ge1/10
B Broadcast Storm The interface gel/10 hasn’t optical module.
8 Port Ratelimit
8 Protected Port
) Leam Limit
8 Port Trunking

8 Mirror
£ DDM Information

# ] VLAN Configuration
#_] SNMP Configuration
# ] ACL Configuration

+ ] QOS Configuration

# 1 IP Basic Configuration
# ] AAA Configuration
#{_] MSTP Configuration
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9.4 MAC binding (npuBsaska MAC appeca)

9.4.1 MAC binding configuration (Hactpowka npuBsaskn MAC agpecoB)

[aHHaa cTpaHuua npegocTaBnsieT BO3MOXHOCTb npuBA3km MAC
agpeca k nopty (MAC Adress) nnn k VLAN (VLAN ID).

Bce un3MeHeHMs Ha cTpaHuue noaTBepxaalTcs KHomkon Apply
(MpvHATE). Ecnn npuBaAsky HeobOXOAMMO yAanuTb, WCMNOMb3YMTE KHOMKY
Delete (Yoanute). KHonka Select all (BeiGpaTb BCe) NO3BONUT yaanuTb cpasy

BC€E MNpuBA3KN, HACTPOEHHbIE paHee.

[ Linkup
(] Linkdn

[ bisable

3 Managed POE Switch MAC Bind Configuration
#{7 System Configuration
#{_1 Port Configuration Port: v
£ {3 MAC Binding

&) MAC Binding Configuration MAC Address VLAN ID 0

B MAC Auto Binding
() MAC Fiter (MAC Address Format: HHHH.HHHH.HHHH)
#{] VLAN Configuration

MAC Address VLAN ID

#{] SNMP Configuration ‘
(] ACL Configuration

#{_1 QOS Configuration

{1 1P Basic Configuration

) AAA Configuration

# (7] MSTP Configuration

Refresh Select-all Apply Delete Help

9.4.5 MAC Bind Configuration (ABToMaTuyeckasa npusaska MAC
agapecoB)

Ha pgaHHOM cTpaHuue Haxogdatcsa cBefeHust o6 aBTOMaTUYecKowm
npueaske MAC agpecos K nopTtam. [NokaszaHa anHamunyeckas npmsaska MAC
agpecos k noptaM (MAC koTtopble 6bim 3aHeceHbl B Tabnuuy MAC agpecos
KommyTaTtopa), a Takke K VLAN oTHocsWwMUMCS K 9TMM nopTaMm. Bel MmoxeTe
BblOpaTb OOHY M3 [OUHAMUYECKMX MPUBA30OK W KOHBEPTMpOBaTb €e B

NOCTOSIHHYIO NpMBA3KY (Static binding).
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‘3 Managed POE Switch ) MAC Auto Bind

*{_) System Configuration

Ji e

=< MAC Binding
%) MAC Binding Configuration (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one o more items and then press apply to
) MAC Auto Binding bind those mac addresses to that port.)

# () MAC Filter [ I MAC Address. I VLANID ]

+ ] VLAN Configuration

%) SNMP Configuration Refresh Select-all Apply Help

#_J IP Basic Configuration
# () AAA Configuration
#{) MSTP Configuration

Mocne OKOHYaHWS pPefakTUPOBaHWS 3HAYEHWN, HAKMUTE KHOMKY
Apply (npuHATb). Ecnun 3anncb Heo6GXoauMO yaanuTb UCMOMb3YMTE KHOMKY
Delete (Yoanutb). KHonka Select all (BeiGpaTb BCe) N03BONUT yaanuTb cpasy

BCe 3anucu.

9.5 6. MAC filtering (dounbTpoBaHmne MAC appecoB)

9.5.1 MAC Filter Configuration (HacTtpouka dunbTpa MAC agpecoB)

HacTtpovikm Ha 3TOM  CTpaHuue NO3BOMSAT  NPOU3BOAUTL
dunbTpaumto MAC apgpecoB gns noptoB. 3anucm ¢ MAC agpecamu
ucnone3ytorca Ansa sBxoga B duneTp MAC agpecos, a VLAN ID
ucnone3yetca anga punstpauun MAC agpeca cooTtseTcTBytowwen VLAN.

[nsi Toro 4ToObl U3MEHEHWSI BCTYMUIN B CUMY HaXXMUTe KHOMKy Apply
(MpUHATL), ecnu 3anucb HeobXoAMMO yganuTb, HaxxkmuTe KHonky Delete
(Ymanutb), kHonka Select all (BbibpaTe BCE) NO3BONUT yaanutb cpasy Bce

3anncu.
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[] Linkup
OSNOVO' ine  BIDEEEEE G

Aion ] Disable

' Managed POE Switch MAC Filter Configuration
%) System Configuration '
e
) MAC Binding
=3 MAC Filter
) MAC Filter Configuration
MAC Auto Filter (MAC Address Format: HHHH.HHHH.HHHH)
) VLAN Configuration
#{_J SNMP Configuration [ MAC Address Il VLANTD ]
() ACL Configuration
# () QOS Configuration
# () IP Basic Configuration

MAC Address | VLAN ID [0

Refresh) Select-all Apply Delete Help

*#_J IGMP SNOOPING Configuration
# ] GMRP Configuration

9.5.2 MAC Auto Filter (ABTomaTtnieckun counbtp MAC apgpecoB)

alalalalalaiolalooion

‘. Managed POE Switch | MAC Auto Filter

#( System Configuration

[ 200 o

#() MAC Binding :

=143 MAC Filter (The list will display the MAC addresses and VLAN 1D that the port has dynamically learned. You can select one or more items and then press apply to
1) MAC Fitter Configuration filter those mac addresses from that port.)
) MAC Auto Fiter (=1 MAC Address 1 VLAN D ]

() VLAN Configuration

# () SNMP Configuration Refresh’ Select-all Apply Help

#() ACL Configuration

# ) QOS Configuration

%] IP Basic Configuration

%] AAA Configuration

#_] MSTP Configuration

#{J IGMP SNOOPING Configuration

Ha aTon cTpaHuue npeactaBneHbl AaHHble 06 aBToMaTMYecKon
KoHBepcun MAC agpecos.

MokasaHa guHamuyeckas npuesska MAC agpecoB k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnmuy MAC agpecoB koMMyTaTopa), a Takke
K VLAN oTHocawmmcs K 3Tum noptam. Bbl moxete BbibpaTte ogHy M3
NPUBSA30K U KOHBEPTUPOBATb €€ B NMOCTOSHHYO NPUBA3KY (Static binding) ans
dunbTpa MAC agpecos.

Bce HacTpoWku Ha AaHHOW CTpaHuue MNoATBEepXAaltTCs KHOMKOM
Apply (npuHATB), ecnn 3anncb HeobXOAMMO yAanuTb UCMONb3YWTe KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.
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9.6 VLAN Configuration (Hactpownka VLAN)

9.6.1 VLAN information (mHdopmauumsa o VLAN)

alolalalolalalalaies

‘4 Managed POE Switch VLAN Information
&) System Confi ke (Note: The drop-down box displays all current VLANs. The list Displays up to 1000 VLANS. If you seiect a VLAN in the drop-down box, the list will show
#_J Port Configuration all VLANSs equal to or greater than the selected VLAN but not more than 1000 VLANs.)
#(_J MAC Binding po—— (t=tagged member, u=untagged member)
() MAC Filter (eant ¥]
43 VLAN Configuration i VLAN Name J[_stste | Port Member
11 12 173 114 /5 176 17 18 19

1) VLAN Information 1 || viant ” active I[;:a]%o [ulge172 [ulge1/3 [ulge /4 [ulge /5 [ulge1/6 (ulge1/7 [ulge1/8 [u)ge1/9 [u]

) VLAN Configuration

) VLAN Port Configuration Refresh Help

() SNMP Configuration

#{) ACL Configuration

#(_) QOS Configuration

*(_) IP Basic Configuration

“_) AAA Configuration

#{_) MSTP Configuration

# ) IGMP SNOOPING Configuratio
# ] GMRP Configuration

# ) Cluster Management
#{_) Log Management
# () PoE Power Control

Ha aton cTpaHuue npeactaBneHa MHGPOPMaUMA O CYLLECTBYHOLLMX

VLAN. [aHHble npepocTaBrieHbl TONMbKO ANs YTEHUS M He MoryT ObiTb
usMeHeHbl. MiHdopmaumsa o Tekywen koHdpurypaumm VLAN BbibupaeTtcs B
BblNagaloLleM MEHIO B TEBOM BEPXHEM Yriy 1 BKNoYaeT B cebs:

- VID (VLAN ID);

- VLAN Name (Mms VLAN);

- State (COCTOsIHME aKTMBHOE NN HEAKTUBHOE);

- Port member (noptbl — y4yactHukn VLAN, moryT BknodaTb B cebs kak

TerMpoBaHHble NopThl (t) U He TermpoBaHHble (U)).

39



9.6.2 Static VLAN Configuration (Hactponka VLAN)

3 Managed POE Switch Static VLAN Configuration

=L System e

%1 Port Configuration F@’ vu\ui i
(1 MAC Binding ‘ . - ‘

#1 MAC Fitter vianl
=3 VLAN Configuration
&) VLAN Information
% VLAN Configuration
%) VLAN Port Configuration
1 SNMP Configuration
# (] ACL Configuration
#(] QOS Configuration
#1 IP Basic Configuration
(] AAA Configuration
#{_) MSTP Configuration
() IGMP SNOOPING Configuratiol
(] GMRP Configuration
# () EAPS Configuration
# () RMON i
# ) Cluster Management
#1J Log Management Refresh Apply Delete Help
# () PoE Power Control

Ha aton ctpaHunue moxHo co3gate VLAN. [Ansa atoro 3agante VLAN
ID B cTpoke VID (o1 2 go 4094, 3HaueHue 1 - 3ape3epBMPOBaHO CUCTEMON).

Mmsa B ctpoke VLAN Name 3agaetcs aBToOMaTU4eCKN N 3aBUCUT OT
VLAN ID. Ona noareepxaeHus cosgaHus VLAN Haxmute KHonky Apply
(MpuHATL).

B TekctoBoM none nosiButca cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3d W3MEHUTb WNuU  yaanutb, [daHHOe UMS
3ape3epBMPOBAHO CUCTEMON.

Ons ypnanenuss cosgaHHow paHee VLAN noTtpebyetcs BbiGpatb
HY)XHYIO 3anmucb M3 cCnucka W panee Haxatb KHonky Delete (yganuts).

3anuck 13 cnucka Tarke bygeTt yaaneHa.
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9.6.3 VLAN Port Configuration (KoHdwmrypaumusa noptoB VLAN)

OSNOVO e Dnnmnnnnge
4 Managed POE Switch VLAN Port Configuration
#_] System Configuration
#{_] Port C (p=default VLAN member, t=tagged member, u=untagged member)
(] MAC Binding [Port — |[Mode Current VLAN Port Members.
(1 MAC Filter [osmm— vlanl

=+ VLAN Configuration
&) VLAN Information 191/3
§ VLAN Configuration i
%) VLAN Port Configuration gel/6

* 1 SNMP Configuration fe1/8 Default VIAN =>

#_] ACL Configuration g01/9

#(_J QOS Configuration es1/20 Tagged =>

#{_J IP Basic Configuration [Accoss v

() AAA Configuration T

#{J MSTP Configuration UnMember <=

#_J IGMP SNOOPING Configuration

#{_] GMRP Configuration

# ] EAPS Configuration

#1_1 RMON Configuration

#11 Cluster Management

#1_] Log Management

# ] PoE Power Control

<

Untagged =>

Refresh Help

Ha oatom  cTpaHuMue  npeacTaBneHbl  BO3MOXHOCTM MO
KoHdurypumposaHuto noptos ans VLAN, a Takke NnpocMOTpy pe3ynbTaTos.
OTa cTpaHuLa ¢ HacTporikaMu COCTOUT U3 8 pasaernos:

- Port (Bbibop nopta);

- Mode (Pexwum, B kKoTopoM nopt 6yaet padotate B VLAN. Pexum Access
nogpasymeBaeT, 4TO nopt OyaeT nomeyeH, kak untagged (He
TerMpoBaHHbI) U ABRATbCa  4dneHom  VLAN1, Pexum  Hybrid
noapa3ymeBaeT, 4YTo nopT OyameT saBnsaTbesa udneHom VLAN1 u Oyget
nomeyeH, kak untagged (He TernpoBaHHbi). Pexum TRUNK
noapasymeBaeT, 4YTo nopT OyameT sBnsaTbcsa udneHom VLAN1 u Oyget
nomeyeH, kak tagged (TerMpoBaHHbIN));

- Current VLAN (nmsi VLAN. lMo3BonsieT BbiOpaTb OOHY WM HECKOSbKO
VLAN, K KOTOpbIM ByAeT OTHOCUTCS BbIOPaHHbIN MOPT);

- Port Members (nopTbl — y4acTtHuku VLAN);

- KHonku Default VLAN (go6aeutk 3anvck B VLAN no ymonyaHuto), tagged
=> (gob6aBuUTbL NOPT Kak TErMpoBaHHkIN), untagged => (4o6aBUTbL NOPT Kak
He TervpoBaHHbIN), unMember <= (yganuTb nopT u3 nons Port
Members).
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9.7 SNMP Configuration (Hactponka SNMP npotokona
ynpaBneHus)

9.7.1 SNMP Community Configuration (O6wue HacTpoiku ana SNMP)

alalalalalalalafacioo
A T 5 % L )

3

4 Managed POE Switch SNMP Community Configuration

#(J System Configuration '

#1 Port Configuration Ttem [Community Name | [ReadWrite State
) MAC Binding ey L I vl

#J MAC Fiiter 1 Il public Il Read Only Active

Refresh Apply Delete Help

# () ACL Configuration
Ha oaToMm cTpaHuMue npeacTaBneHbl oOWMe HacTponku Ans
ynpasneHusa kommytatopoMm yepe3 SNMP. Mo ymonyaHuio B KOMMYyTaTope
cosgaHa ogHa 3anuce Public ¢ npaBamu Tonbko Ha yTeHue (ReadOnly).
Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcsi
ynpaenaTb KommyTtatopoMm 4epe3d SNMP crnegyeT cosgath 3anncb C
npaBamu Ha YteHune/3anuck (Read/Write).

9.7.2 TRAP Target Configuration (Hactponka TRAP yBegomneHun)

alalalalalalalalzsls

0

.4 Managed POE Switch TRAP Target Configuration
*_1 System Configuration

401 Port Contiuraton [em e | Addess | Verwian ][ Sie )
#1121 MAC Binding EX | I | ]

) MAC Filter

*# ] VLAN Configuration

=<4 SNMP Configuration
£ Community Name
) TRAP Target

(] ACL Configuration

HacTpovikn Ha paHHOW cTpaHuue MnOo3BOMAKT CKOHMUrypuposaTb
nonydyernne TRAP coobuweHuii. [ins aToro Heob6xoammo:
- Beibpatb B none Name ums ans nonyveHuss TRAP coobLieHui;
- Boibpatb IP apgpec (Transmit IP Address), koTopbin Oyget -
ncnonb3oBatb TRAP npoTokon;
- Beibpatb Bepcuto SNMP (SNMP Version);
Koroa Bce HacTpoviku OyayT npousBedeHbl YCMNEWHO B CTPOKe
coctosiHua (State) nosiButca Active. Tenepb KOMMyTatop CMOXET
nepecbinate TRAP coolLeHus Ha yka3aHHbIv IP agpec.

Refresh Apply Delete Help
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9.8 ACL Configuration (Hactpomka Access Control List)

9.8.1 ACL Standard IP Configuration (Hactponka ACL gns IP)

Hine DEEEEEEEDE
OSNOVO e mBDEGORAOHPD
3 Managed POE Switch ACL Standard IP Configuration
#(_) System Configuration
- roncorgn
() MAC Binding
i =L MAC Eller Source IP Address. Source Wildcard |

* ) VLAN Configuration
(e.9: If input Source IP Address 192.168.1.2, ACL want to control

%] SNMP Configuration 192.168.1.0, then Wildcard should be 0.0.0.255)
=‘ ACL Configuration
%) Standard IP ® Deny O Permit
B Extended P [[)_Group Num ][ DenyPermit || Source iP Address || _Source Wildcard |
B mAcIP
5 MAC ARP Refresh Select-all Add Delete Help
B ACL Information
B ACL Reference

+ () QOS Configuration
* ) IP Basic Configuration

*(_] AAA Configuration

#{_] MSTP Configuration

# ) IGMP SNOOPING Configuratiol
+ _] GMRP Configuration

#1_) EAPS Configuration

+{_] RMON Configuration

# ) Cluster Management

# 1 Log Management

# () PoE Power Control

3pecb npefacTtaBneHbl  HacTpomkn ACL  gna  IP npotokona.
Monb3oBaTtenb MoOXeT 3agaTb camoctoATensHo ACL 6a3y ¢ npasunamu ans
IP agpecoB. CtaHgapTHble npaBuna KOHTPONUPYIOT MepeHanpasreHne
ncxogHbix IP nakeTos.

Monb3oBaTtenb MOXET HacTpauBaTb npasuna, UcxodHeln IP agpec
AomkeH OblTb yKasaH C Mackow, NpaBumo MOXeT coBrnagaTtb ¢ Habopom IP
agpecoB. Kaxgoe npasBuno AOMMKHO copepXaTtb napamMeTp dunbTpauuu:
3anpeTuTb (deny) unu paspewntsb (allow).

Monb3oBatenbs MOXeT co3gaBaTb MNpaBwuno B rpynne, uMms And
npaswna asToMaTtudecku 3agaetcd. [lpy yganeHun ogHOro npaswna,
oCTanbHble MpaBuna He uameHsTCcd. [ns yganeHus Bcex npaBwui cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete
(yoanutb).
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9.8.2 ACL Extended IP Configure (PacwumpeHHasa HacTponka ACL
npasun gns IP)

34 Managed POE Switch ACL Extended IP Configure
() System Configuration i
e
() MAC Binding
(1 MAC Filter
%) VLAN Configuration [Source 1P I ] |[source wiidcara I ]
TELSING [ [ I ] |[pestination Whdcara I ]
=y ACL Configuration
B Standard IP 1 ]
5 Extended IP Protocol Type
B MACIP B
5 MAC ARP
B ACL Information Source Port ! A [Destination Port A
B ACL Reference £ep (e 3 {:p;ch
| £ep-data zcp ftp-data(icp)
#(1 QoS C p
#J 1P Basic Configuation
“J ARAC
#{J MSTP Configuration (09 "I’\FuﬂPAdﬂn‘l 192.168.1.2, ACL want to control 192.168.1.0, mmmmmo«ldmooo&% The selected Protocol

#(_J IGMP SNOOPING Configuration  Type and Source Portis in one-to-one relationship, If the Protocol is udp, select the udp port; If the Protocol Type is not tcp or
() GMRP Configuration uuu the selected port is insignificance.)

+L1 EAPS Configuation

< >

v

'CP Control Fl = 2 \ m
IT o ”\ fin Osyn Orst Opsh Dack Ourg I

® Deny O Permit

*_] RMON

D e [ | oo | 5 i [ i 75|
# (] Log Management

# {1 PoE Power Control Refresh Select-all Add Delete Help

3aecb npeactaBneHa BO3MOXHOCTb Ans cosgaHus ACL npasun ¢
paclmpeHHbIMK HacTpovkamun IP agpecoB. KOHTpOnb Mepechinku nakeTos
Yyepes UcxodHbIv IP agpec, agpec HasHayeHus, TMN NPOToKoNa, CRy>KebHbIN

nopT.

9.8.3 ACL Configuration (Hactponka ACL npaBun ¢ nomouwbio MAC)
MAC IP

30ecb npeactaeneHbl HacTporiku ACL npasun gng rpynnsel P
agpecos, cBA3zaHHbIMM ¢ MAC agpecamu. [paBuna MoryT ObITb CO34aHbl Ha
ocHoBe ncxogHoro IP agpeca, ucxogHoro MAC agpeca, a Takke IP agpeca
Ha3HayeHusl.

Bce HacTpoWku Ha AaHHOW CTpaHuue MNoATBEepXOalTCA KHOMKOMW
Apply (NpuHATL), ecnv 3anMcb HEOOXOAMMO YAanuTb WUCMOMNb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCe 3arnucu.
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‘J Managed POE Switch
#() System Configuration
#() Port Configuration

ACL MAC IP Configure

L MAC IP Group Num: 700 V'

() MAC Binding
1 MAC Filter
®J VLAN Wildcard
#0 SNmP Source IP Source IP Wildcard
RS Destination IP [Destination IP Wildcard

Standard IP =

Extended IP VLAN 1D 0 (04094, 0 means all VLAN)

MAC IP ea:| mmwmaen 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; MAC Address is the

MAC Address and MAC Address Wildcard format: HHHH.HHHH.HHHH)

MAC ARP

ACL @ peny O permit

ACL Reference
(. Source [so-um Source IP IDM mmrl
ma' E,OSC«W | " Group Num “ Deny/Permit ][ s by Protocol Type|| Source 1P| - (2U0ES ¥ » Wikdcard | YLAN1D

#_J IGMP SNOOPING Configuration

% GMRP Configuration
#{_) EAPS Configuration
() RMON Configuration
#_) Cluster Management
#) Log Management

#() PoE Power Control

Refresh Select-all Add | Delete Help |

9.8.4 ACL MAC ARP Configure (Hactpownka ACL npasun gnsa ARP ¢
nomouwbio MAC agpecoB)

‘3 Managed POE Switch
%) System Configuration

ACL MAC ARP Configure

1 Por Contouraton
%) MAC Binding
#() MAC Filter
#(_J VLAN Configuration [sender mAC I | |[sender MaC witdcara Il ]
$Q) SNMP Configurstion [senderte I T |[sender 1P widacara IC |
=3y ACL
e {602 M input 1P Address 192.168.1.2 ACL want t control 192.1681.0 then Wikdcard should be 0.00.255; MAC Addvess s the
Standard IP ‘same, MAC Address and MAC Address Wildcard format: HHHH.HHHH.HHHH)
5 Extended IP
B MACIP @® Deny O Permit
MAC ARP Sender MAC
AL I ” Group Num I[ Deny/Permit || Sender MAC ]| sl I Sender IP Is«mwwuua
) ACL Reference
“_) QOS Configuration Refresh Select-all Add | Delete Help

#() IP Basic Configuration
#() AAA Configuration
%) MSTP Configuration

#_J IGMP SNOOPING Configuration

#{_) Log Management
%) PoE Power Control
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Ha aton ctpaHuue npeactasneHsl HacTponkn ACL npasun ana ARP
naketoB ¢ nomouwbio MAC agpecos. [MpaBuna moryT ObiTb cO34aHbl Ha
ocHose |P agpeca otnpasutensa, MAC agpeca otrpaBuTend.

Bce HacTponku Ha AdaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpyHATL), ecnu 3anMcb HEOBXOAMMO YAanuTb UCNOMNb3YNTE KHOMKY
Delete (Yoanuts), kHonka Select all (BeibpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anucu.

9.8.5 ACL information (Habop genctByrowmx ACL npaBun)

20!

£

. Managed POE Switch ACL Information
+ ) System Configuration

* ) Port Configuration Refresh| Help
* ] MAC Binding

) MAC Filter
# (] VLAN Configuration
{1 SNMP Configuration
=3 ACL Configuration

5 Standard IP

5 Extended IP

B MaciP

) MAC ARP

& ACL Information

B) ACL Reference
) QOS Configuration
# 1 IP Basic Configuration
#(_) MSTP Configuration
# ) IGMP SNOOPING Configuratiol
* _) GMRP Configuration
# () EAPS Configuration
# () RMON Configuration
# ) Cluster Management
#_) Log Management
# () PoE Power Control

Ha paHHOM cTpaHuue oToOpaxeHbl AEWUCTBYKOLME B  TEKYLLUWUWA
MomeHT ACL npasuna.
MHdopmaums npenctaBneHa TONMbKO AN UTEHUS U MOXEeT ObliTb

obHoBneHa kHonkol Refresh (06HOBUTL).
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9.8.6 ACL reference configuration (Hactporka ACL npaBun)

Ha atoi cTpaHuue npegctaBneHbl Hactpowkun ACL npasun ans
dunbTpaumMmM nakeToB, nonyvyaemMblx noptamu. Beibepute nopT, BbIbGepuTe
ALC rpynny u3 cnmucka n Haxmute Add=>. [Ina yganeHus Bbibepute ALC

rpynny n3 cnucka gobasneHHbIX 1 HaxxmnTe Delete<=.

slalslalelolalalis

‘3 Managed POE Switch ACL Reference

#(_) System Configuration '

#() Port Configuration Port Al ACL Groups. Referenced ACL Groups
#(_) MAC Binding

) MAC Filter

# () VLAN Configuration
() SNMP Configuration
=3 ACL Configuration

8 Standard IP

%) Extended IP

8 macip Add =>
) MAC ARP S

£ ACL Information ! Delete <=

E) ACL Reference
#(_] QOS Configuration
# () IP Basic Configuration
# () AAA Configuration
#{_) MSTP Configuration
# () IGMP SNOOPING Configuration
*_) GMRP Configuration
#] EAPSC
#(_) RMON Configuration
#_) Cluster Management

Refresh Help

9.9 QoS Configuration (HacTponka npegocraBneHusi Tpaduka c
pa3HbIM NPUOPUTETOM)

9.9.1 QoS Apply (HacTtpownka npuopuTteToB Tpacumka AnsA NOPTOB)

Ha aToi cTpaHuue HaxogaTcsi OCHOBHble HacTporkm QoS. Bbl
MoxeTe BblOpaTb nopT B Bbinagatowem meHto PORT, 3atem QoS pexum
(QOS Type) ans Hero (Bkn/Bblkn) 1 npuoputeT Tpaduka (User Priority). Mo
ymorn4yaHmio QoS OTKITYEH Ha BCex NopTax a NPUopuUTeT Tpaduka HyreBon.

[Mocne BHeCEeHWs U3MEHEHWU B HACTPOWKWU, HaKMuTe KHOMKy Apply
(NpUHATB).
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' Managed POE Switch

alalolaliolalolalacieo)
(e e e o e o )

QOS Apply
#L1 System z
) Port Configuration [port: | Jaos ype: [0 s v ]user priorty: [0 v
4] MAC Binding
#1 MAC Filter Refresh | Apply |
S VUAN Port Name QoS TyPe ser Prioity
() SNMP e 'NO Q0S 0
#LJ ACL Configuration gei2 NO Q0S 0
=34 QOS Configuration 98173 NO QOS. 0
QOS Apply gei/d NO QOS 0
QOS Schedule gel/5 NO QOS 0
#1 IP Basic Configuration 9e1/6 NO QOS 0
= AAAC gel/7 NO QOS 0
#1 MSTP 9eiis NO QOS. 0
“ 1 I6MP NG getll9_ NO Q0S 0
#{) GMRP 9e1/10 NO QOS 0

9.9.2 QoS Schedule Configuration (HacTpowka pacnucaHus
npumMeHeHusa QoS)

Ha aTOM cTpaHuue npeacTasneHsl

npuMeHsaTb Q0S npuopuTesauuio No pacnucaHuio.
lMocne BHeCEHMA M3MEHEHUA B HACTPOWKW, HaxXmMuTe KHonky Apply
(MpuHATB).
OSNOVO

olalaiolaliolo]
S DO 7

3@ 5 8%

glaskee

HaCTPOWKM MO3BOMAIOLLNE

4 Managed POE Switch
#_) System Configuration

QOS Schedule

g P e
%) MAC Binding
faliMAC ER |QOS Schedule Mode: [7R% v
) VLANC =
#{) SNMP C Weight of queue 0 (1~127): |0 Weight of queue 1 (1~427): |0
= ACL igh 2(1~127): [0 Weight of queue 3 (1~127): [0
E"—’a‘”smm Weight of queue 4 (1-127): |0 [Weight of queue 5 (1-127): |0
QOS Apply
QOS Schedule |Weight of queue 6 (1~127): |0 | Weight of queue 7 (1~127): 0
@) IP Basic Configuration .
B AM Cont Refresh | Apply
#(_J MSTP Configuration QOS Schedule || Weightof || Weightof | Weightof || Weightof || Weightof || Weightof || Weightof | Weightof |
©() IGMP SNOOPING Configuration ~ L_Name |l Mode || queue || queved | 2 3 |l queves | 5 6 || queve7 |
(1 GMRP Configuration [getn WRR 1 2 4 3 16 32 64 127
B Eres [ WRR 1 2 4 3 16 32 64 127
= ge1i3 WRR 1 2 4 3 16 2 64 127
® RMON Configuration —
wj gel/d WRR 1 0 1 2 64 127
A Cluster
= [getis WRR 32 54 127
@ Management
E,j ::'épm = gell6 WRR 2 54 127
ot gell7 WRR 2 54 127
gel/8 WRR 1 4 1 64 127
08119 WRR 1 3 1 64 127
9e1/10 WRR 1 4 1 64 127
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9.10 IP Basic Configuration (BaszoBas HacTpouka |P)

9.10.1 VLAN Interface Configuration (Hactponka VLAN uHTepdenca)

~
4 Managed POE Switch IP Address Configuration

#(_) System Configuration ¥

%) Port Configuration Line item || VLANID IP Address / Subnet Prefix DHCP Client MAC Address
#{_) MAC Binding [New V] 0 | | [Dizable V]

+ ] MAC Filter 1 1 192.168.0.8°24 Disable 001A 2B3C 4DSE
#{_} VLAN Configuration

(_) SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

1) ACL Configuration Set IP Address/DHCP Client Delete IP Address Help
#_] QOS Configuration

=/ IP Basic Configuration
B) 1P Address Configuration
%) ARP Configuration and Dis|
8) Host Static Route Configuri

+ () AAA Configuration

+ ) MSTP Configuration

#{_) IGMP SNOOPING Configurati

+ ) GMRP Configuration

#_) EAPS Configuration

#{_) RMON Configuration

# ] Cluster Management

#{_) Log Management

# () PoE Power Control

Ha aton ctpaHuue Haxogatcst Hactporkun VLAN wmHTepdpenca. Bbl
MoxeTe cosgatb VLAN  wuHTepdenc, yaoanutb ero, U3MEHUTb.
Cyuwectyowme VLAN uHTepdencbl MoryT ObiTb HACTPOEHbI TOMbKO €Criun
3ajaHbl ocTanbHble NapaMeTpbl Takme Kak IP agpec, macka, n MAC agpec.

KommyTatop no ymonyaHuto umeet VLAN1 nHTepderic, KOTopbin He

MOXeT ObITb yganeH.

9.10.2 ARP configuration and display (HacTtpouka npotokona ARP u
oTobpaxeHue Tabnuubl ARP)

CtpaHuua  Hactpoek ARP  npepoctaBnssieT  BO3MOXHOCTb
oTobpaxaTtb Bclo Tabnuuy ARP kommyTaTopa, meHsiTb Static ARP, yganatb
ARP, meHaTb Dynamic ARP Ha Static ARP.
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Mpwn HacTpoiike static ARP Heobxoammo ykasaTb IP agpec u MAC
agpec. MAC apgpec gommkeH ObiTb Tuna unicast. lMocne 3Toro Haxmute
kHoMnKy Add (go6aBuTb).

[=] Link up

fa] Link dn
[ Disable

alaialalaiaiofaliosies

‘4 Managed POE Switch ) ARP Configure And Display

#_) System Configuration

@ Port Configuration Static ARP ltem configuration:

FLliMAC Btidng P Address [ Address I
#(J MAC Filter b IP“C

) VLAN Configuration Add

#{_) SNMP Configuration
#_J ACL Configuration

53 Gos Delete ARP item: ]
=43 IP Basic [ARP tem Il { | |[1P Address (P Network segment)|[
1) 1P Address Configuration
1) ARP Configuration and Dis| Delete
) Host Static Route Configur:
%) AAA Configuration [Change Dynamic ARP List item into Static ARP List tem: |
#(1 MSTP Configuration [ARP List tem [ V] ][ Network segment|
() IGMP SNOOPING Configurati
#{_) GMRP Configuration Apply

+(_] EAPS Configuration
#{_) RMON Configuration [
#J Cluster Management
(] Log Management
“(_) PoE Power Control

| | P Address I MAC Address _Tyee |
| 192.168.0.1 Il 0810.7919.1517 |[_dynamic |
I 192.168.0.118 I 3004.9eb3.9¢c1c | dynamic |

Refresh| Help

- Mpu yganeHun ARP Bbl MOXeTe BbiGpaTh, YTO MMEHHO yAanuTb:

- Yactb 3anucm B ARP Tabnuue kommyTatopa (ans atoro Heobxogmmo
ykasatb I[P agpec unu IP cermeHTa cetn);

- Static ARP 13 Tabnuupl;

- Dynamic ARP 13 Tabnuubl.

- Ons noaTBepxaeHus yaaneHus ncnonb3yinte kHonky Delete (Yaanuts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOxeTe BblIGpaTb
Kakow nubo cermeHT cetn unmn Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro cny4yas criegyer ykasath |IP agpec cermeHTa ceTuw.

lMocne BHeceHMs M3MEHEHUI B HaCTPOMKU HaXmu KHOMKy Apply

(MpuHATB).
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9.10.3 Host Static Route Configuration (HacTtponka Tabnuubl Static
MapLpyTusaumm)

Bbol moxeTe pobaBnsTte M yganATb 3anucu B Tabnuuy Static
MapLpyTusauum C NOMOLLbKD HacTpoek Ha 3aTon cTpaHuue WEB-
nHTepdenca. Mo ymonyaHnio KOMMyTaTop HEe MMEET Kakmx Nubo 3anucen B
Tabnuue mapwpyTmM3auun. Ytobbl  HAcTpoWTb  MapLlpyTM3auul Mo
ymorn4daHuto Heobxoamnmo gobasutb 0.0.0.0 / 0 3anmck B Tabnuuy.
lMocne BHECEHWS W3MEHEHMW B HaCTPOWKW, HaXMuUTe KHOMKy Apply

(NpuHATB).

olalalalalalalalosies
i ey e iy i )

16

‘. Managed POE Switch Host Static Route Configuration

#(1 System Configuration '

L Ron Conioation

#{_) MAC Binding C__ 1 I 1

#) MAC Filter 2

#1LJ VLAN Configuration Refresh| | Apply Delete Help

#() SNMP

#{] ACLC [ [ Select All [ hem | Target Address/Sut | Nexthop || Distance |[ state |

#{J QOS Configuration

=‘3 IP Basic Configuration
%) IP Address Configuration
%) ARP Configuration and Disj
%) Host Static Route Configur:

#1{_) AAA Configuration

#_1 MSTP Configuration

%] IGMP SNOOPING Configurati

#{_) GMRP Configuration

*1{_] EAPS Configuration

#_] RMON Configuration

#(J Cluster Management

#1) Log Management

() PoE Power Control
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9.11 AAA Configuration (HacTpoika cuctemMbl ayTeHTUtunkaumum
aBTOpU3aLMU U y4YeTa CoOObITUNI)

9.11.1 Tacacs+ configuration (HacTpoika npoTokona Tacacs+)

alalalalalalalaliies
s

U T 5 &7 8 5 W

3 Managed POE Switch Tacacs+ Configuration
#(_) System Configuration '
#(_) Port Configuration
() MAC Binding

() MAC Filter

Tacacs+ dizable v

Tacacs+ ServerIP  |0.0.0.0

() VLAN Configuration Authentication Type | ps> V|
() SNMP Configuration Shared Secret L
#(_] ACL Configuration Refresh| Apply Help

# () QOS Configuration
# 1 IP Basic Configuration
=4 AAA Configuration
%) Tacacs+ Configuration
%) Radius Configuration
) 802.1x Configuration
%) 802 1x Port Configuration
%) 802 1x User Auth-Information
%) MSTP Configuration
# (] IGMP SNOOPING Configuratio
+ _] GMRP Configuration
#1_) EAPS Configuration
#{_] RMON Configuration
# ) Cluster Management
#{_] Log Management
# (] PoE Power Control

CTpaHvua HacTpoek Ansi UCnonb3oBaHUA MNpoTokona Tacacs+
npenocTaBfsieT BO3MOXHOCTb MOSb30BATENO BKMNOYaTb WM OTKIOYaTb
Tacacs+, ycraHasnuBaTtb Tacacs + server I[P agpec, Tvn ayteHTudumnkaumm n
KMoy rpynnbl nonb3oBartenen. MNepen BHECEHNEM N3MEHEHUIA B YCTaHOBKW,

ybeautech, 4To OyHKLUMS Tacacs+ akTMBUPOBaHa.

Beegwute IP agpec Tacacs+ cepsepa. Beibepute T1n
ayteHTudmkauum (PAP nnn CHAP). BBeguTe kntod rpynnbl nonb3oBaTenemn

B none Shared Secret. HaxmuTe kHonky Apply (MPUHATB).
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9.11.2 Radius Configuration (HacTpomka Radius cuctembl AAA)

d Managed POE Switch ‘ Radius Configuration
*_] System Configuration
4] Port Configuration e
() MAC Binding ) Sorvel —
(1 MAC Filter OPRON SV o
# {1 VLAN Configuration UDP Port 1812
#_J SNMP Configuration Accounting Ensble Vv
S ACL Configuraion Accounting UDP Port] 1813
*_] QOS Configuration ey
+ ] IP Basic Configuration
=4 AAA Configuration Vendor
8 Tacacs+ Configuration NAS Port 50003
) Radius Configuration NAS Port Type s
g 802.1x Configuration S e T ]
802.1x Port Configuration =
Disable v
) 802 1x User Auth-Information Roaming sele
# () MSTP Configuration Refresh| | Apply Help

* 1 IGMP SNOOPING Configuration
# 1 GMRP Configuration

#(J EAPS Configuration

+{_) RMON Configuration

# ) Cluster Management

#{) Log Management

# () PoE Power Control

Ha aton ctpaHuue WEB uHTepdenica npeactaBneHbl HacTPOWMKK
RADIUS (cuctema wucnonb3ywwas npoTokon  AnNA  peanusauunn
ayTeHTUdmMKaLmm, asTopusaumm n cbopa cseaeHun).

Ana koppekTHon paboTel cuctembl RADIUS Heo6xoammo:

- BbbiTb yBepeHHbiM, 4TO IP agpec Radius cepsepa (Primary Server)
3aaH npexae, YeM BbINOSHATb ayTEHTUUKALMIO N aBTOPU3aLUIO;

- 3apatb gononHuTenbHbIv IP agpec Radius cepsepa (Optional Server);

- Ykaszate UDP nopt ayteHTudmkauun (UDP Port). Mo ymonyaHuto 370
3Ha4eHue paBHO 1812, 06bIYHO U3MEHATL 3TO NOSe HET HEOOXOANMOCTY;
- Ykasatb criefyet nv BbINOMHATE ayTEeHTUMKALUIO U y4eT B LIENOM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkr.);

- YkasaTtb nopT BbINonHeHus yveTa (Accounting UDP Port). 3HauyeHne no
ymonyaxuio 1813;

- Kniou (Shared key) ucnonb3yetca ans ycTaHoBku obLiero napons
WwndpoBaHMa Mexay kommytaTopoM M Radius cepBepom. Y6eauTecs,
YTO HacTpouviku ayTeHTudmkaumm n yyeta (Accounting) mmelT Te xe
3Ha4eHus, 4YTo 1 Ha cepBepe Radius;

- NHdbopmauma o nocraswmke (vendor). OBbIMHO, 3TO MOMe He CTouUT
N3MEHSATD;

- NAS Port, NAS port type, NAS type of service. 3TU 3Ha4yeHUs He
MEHSITCS;
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- Roaming oTBevaeT 3a BKNOYEHWE/OTKMOYEHUe GYHKUMM Roaming
npotokona Radius.
lMocne BHeCEHWST W3MEHEHUM B HACTPOMKM, HaXmute KHonky Apply
(NpuHATB).

9.11.3 802.1x Configuration (HacTponka napaMmeTpoB CUCTEMbI
aBTOpM3auMu N ayTeHTUdMKaLmm no ctaHpgapty 802.1x)

£ Link up

IO O o] [=] eFe) fele]
Y Dbl T T 5 10

9 Disa T 3T T

(4 Managed POE Switch 802.1x Configuration
# ) System Configuration

# ] Port Configuration P
%] MAC Binding = =
#{1 MAC Filter uthentication
# (] VLAN Configuration Reauthentication Period | 3600 (Sec)
#(_J SNMP Configuration Quiet Period 60 (Sec)
#_J ACL Configuration = . od
#{J QOS Configuration -
(1 IP Basic Configuration Server Timeout 0. (Sec)
<3 AAA Configuration Supplicant Timeout | 30 ] (Sec)
B Tacacs+ Configuration P =
8 Radius Configuration — m' =
) 802 1x Configuration
) 802 1x Port Configuration Cllent Version 2.0
1) 802 1x User Auth-Information Check Client Ensble v
# () MSTP Configuration Refresh) | Apply Help

* ] IGMP SNOOPING Configuration
# 1 GMRP Configuration

# () EAPS Configuration

# ) RMON Configuration

# () Cluster Management

#{) Log Management

# () PoE Power Control

Ha arton ctpanuue WEB uwHTepdpeinica npeacraBneHbl HacTpOWKu
CcUCTeMbl ayTeHTUdUKaLumm n aBTopusaumm Ha ocHoBe cTaHgapTa 802.1x:
- 802.1x - Bkmoyvaet/BolknoyaeT (Disable/Enable) npumeHeHne
ayTeHTudukaLmm n agTopmsauumn no ctaHaapty 802.1x;
- Reauthentication — Bkntoyaet/BbikniovaeT (Disable/Enable) nosTopHyto
ayTeHTudukaumio. o ymonyaHuo OTKMYeHo. BkroyeHne aaHHOMW
dYyHKUUK coenaeT ayTeHTudmkaumio nonb3oBatenen 6onee HagexHOMN,

HO He3HauUTenbHO YBENUYUT CEeTEBOWN TpaduK;
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- Reauthentication period — 3agaeTca BpeMsi B CeKyHAax OJis1 MOBTOPHOM
ayTeHTudukaumm. AKTMBHO TOMbKO MPU  BKIOYEHHOW  (PyHKLMMK
Reauthentication;
- Quiet Period — BpemMs B cekyHOax, He TpebyeT uameHeHus;
- Tx-Period — He TpebyeT nameHeHwus;
- Server timeout — He TpebyeT U3MeHeHMS;
- Supplicant timeout — He TpebyeT M3MeHeHUs;
- Max request users — He TpebyeT N3aMeHeHUs;
- Reauth Max — oTobpaxkaeT MakcMMarbHOEe KOJNIMYECTBO MOBTOPHbLIX
ayTeHTudmkaLmi;
- Client Version — oTobpaxkaeT TeKyLLyt BEPCUIO KNNeHTa ANs yAaneHHon
aBTopusaumun n ayteHTudnkauun yepes 802.1x;
- Check Client — BKkn/BbIkN NPOBEPKM MNPOXOXKAEHUA cepTudukata oT
KnneHTa.
lMocne BHECEHNS W3MEHEHU B HACTPOWKW, HaxmuTe KHomky Apply
(MpuHATB).

9.11.4 802.1x Port Configuration (Hactponka nopToB AnA CUCTEMbI
aBTOopu3auuu u ayteHTudumkaumm no ctaHgapty 802.1x)

alalalalalalalaiesion

16

' Managed POE Switch 802.1x Port Configuration

#() System C !

‘j it Fort Nam Port Wode Support Host Num

() MAC Binding M L Al 0

©01 MAC Filter geit NA 2%

R o1z NA 256

#J SNMP G gein L 2x

#0) ACL . gel/d NA 256

©C1 QoS 5 gells NA 256

©( 1P Basic gor® A 250

S5 MAC gel NA 256
%) Tacacs+ [k NA 256
8 el NA 256
i Q€110 NA 256
£) 802 1x Port Configuration S T o

%) 802 1x User Auth-Information
#{_J MSTP Configuration
#(_J IGMP SNOOPING Configuration
() GMRP Configuration
#(] EAPS Configuration
() RMON Configuration
] Cluster Management
%) Log Management
#{_) PoE Power Control
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C nomoLbto aTom ctpaHuubl WEB nHTepdeinca nonb3oBartenb
MOXeT MW3MEeHWUTb pexum paboTbl nopta Ana paboTbl CUCTEMBI
aBTOpU3aumMmn n ayteHTudukauum no ctaHgapty 802.1x. MNopT moxeT
paboTaTb B 4X pexumax:

- N/A State (N0 ymonyaHui);

- Auto state (aBTomaTU4deckn);

- Force-authorized (npuHyguTenbHas aBTopusauuns);

- Force-unauthorized (NpuvHyauTernbHbIM OTKa3 OT aBTopusauum).

Ecnn Ha nopte TpebyetrcA BbINONHATL ayTeHTUMUKAUMIO MO
ctaHgapty 802.1x Heobxogumo BbICTaBUTb pexmnm Auto state. Ecnm He
TpebyeTcs penaTe ayTeHTUdMKauM [na JocTyna K ceTu cnegyet
BbicTaBuTb pexunm N/A. OcTanbHble 2 pexuma pedko WUCMOonb3ylTcsl B
CcTaHOapTHbIX cuTyauusax. MakcnmanbHoe 3HadyeHue anga nons Support Host
Num — 256.

9.11.5 802.1x User Authentication Information (UHcpopmauus o Bcex
npoueccax ayteHTucukaumm no craHgapty 802.1x)

- Managed POE Switch 802.1x User Auth-Information

#1) System C(

+(J Port Configuration [port:| vl [[PortMode: |[Accepted Host Num: 0 ]

#{_] MAC Binding

. Applicant State Machine u Back-End State Machine Retry Request State
~ij:m ' l"""‘"’" " . " e |[WIWI’W[W|{T}
%) SNMP Configuration Refresh | Help

#{_J ACL Configuration
# (] QOS Configuration
# ] IP Basic Configuration
=4 AAA Configuration
%) Tacacs+ Configuration
%) Radius Configuration
&) 802.1x Configuration
&) 202.1x Port Configuration
%) 802.1x User Auth-Information
#{_] MSTP Configuration
# (] IGMP SNOOPING Configuration
#{_] GMRP Configuration
#1_) EAPS Configuration
# ) RMON Configuration
* ) Cluster Management
#{_) Log Management
= () PoE Power Control

Ha aTton cTpaHuue npenctaBneHbl cBedeHus 060 BCeX mpoleccax
ayTeHTUdMKaLumMm Ha nopTax, HaCTPOeHHbIXx Ana Hee. WHdopmaums
npegocTaBneHa TonbKo AN YTEHUS.
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9.12 STP Configuration (HacTtpownka paboTbl npotokona STP)

9.12.1 MSTP Configuration (OcHOBHble HacTporku MSTP)

OSNOVO S BIBBIGOROOEHE

4 Managed POE Switch MSTP Configuration
#_J System Configuration

el o Coflounion MSTP [Enable V]
#] MAC Binding —
32763
3 MAC Fiter Priority e I
#(1 VLAN Configuration Portfast Bpdu-Filter
#_1 SNMP Configuration Portfast Bpdu-Guard | D e
4 ACL Configuration Forward-Time 15 ]
# Qos C'onﬁplntion T B ‘
e mmraum Errdisable-Timeout | Disable V|
#_] AAA Configuration
=3 MSTP Configuration Errdisable-Timeout Interval| 300
) MSTP Configuration Max-Age [20
[8) Port Configuration Max-Hops 20
 port oburwaton Cisco-Interoperability Disable V|
#_J IGMP SNOOPING Configuration
%] GMRP Configuration Refresh Apply

# ] EAPS Configuration
#{_) RMON Configuration
# () Cluster Management
*{_) Log Management
#{_] PoE Power Control

Ha paHHom cTpaHnue WEB wuHTepdenca npeactaBneHbl
rnobanbHble HacTpolku npoTokona MSTP (Multiple Spanning Tree
Protocol):

- MSTP (Disable/Enable) — Bkn/Bbikn nogaepkky npotokona MSTP;

- Priority — HacTpowika npuopuTesaumn. YCTpoucTBa C Oonee HU3KUM
NpYOPUTETOM NOAXOAAT BonbLue Ans pony KopHeBoro mocta(root bridge);
- Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn uneTpaumio BPDU
nakeToB Ha nopTe;

- Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn (OyHKUMIO 3aWwuThl
BPDU nakeTtosB;

- Forward Time — HacTpoWka 3a4ep>KKn NepechIyik1 NakeTos;

- Hello Time — HacTpolika nHTtepsana otnpaskn MSTP HELLO nakeTos;

- Errdisable Timeout (Enable/Disable) — Bkn/Bblkn ¢yHkumm Errdisable.
Ecnn nopt ¢ BkntoyeHHbiM BPDU Guard nonyyaet naketel BPDU
3anyckaetca Errdisable Tanmep. Mo wncteyeHun 3agaHHOrO BpeMeEHU
(Errdisable timeout) nopt 6yaeT nepesanyLueH;

- Errdisable timeout — Bpemsi nocrne koToporo 6ygeT nepesanylieH nopt

nony4ymsLunn naket BPDU,;
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- Max Age — BpeMs B CeKyHOax B Te4YeHue KOTOPOro KommyTaTop
oXuaaeT uHopmaumo o KoHdurypaumm ST(spanning tree) npexane 4yem
3anycTuTb NpoLecc KoHUrypaumnm 3aHOBO;

- Max Hops — konu4yectBo nepexonoB (xonoe) Ao otbpackiBaHms BPDU
NnakeToB B JOMEHE;

- CISCO Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb C
HacTponkamu STP CISCO.

lMocne BHECEHWS W3MEHEHU B HACTPOWKW, HaxMuTe KHomky Apply
(MpuHATD).

9.12.2 MSTP port configuration (HacTporka MSTP Ha nopTax)

4 Managed POE Switch STP Port Configuration

# _J System Configuration

{1 Port Configuration P =
# ] MAC Binding

(1 MAC Filter e

(] VLAN Configuration Portfast bpdu-fiiter

* _1 SNMP Configuration Portfast bpdu-guard

#_J ACL Configuration Root Guard

*_] QOS Configuration

Link-Type v
* ] IP Basic Configuration =
Priority 0
41 AAA Configuration - .
=3 MSTP Configuration peth Coxt - -
) MSTP Configuration Force-Version STP v
&) Port Configuration Refresh Aoply

& Port information
+ ] IGMP SNOOPING Configuration
*{_] GMRP Configuration
#_] EAPS Configuration
#{_) RMON Configuration
* () Cluster Management
# () Log Management
#{) PoE Power Control

Ha paHHomn cTtpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
MSTP (Multiple Spanning Tree Protocol) ans noptos.
- Port — BbIGOp nopTa Ans HaCTPONKMK;
- Portfast (Enable/Disable) — Bkn/Bbikni coctosiHus Portfast ana
BblOpaHHOro paHee nopta. B coctosHun Portfast nopt nepexoauT n3
COCTOsIHMSA BNOKNPOBKK B cocTosiHMe nepecbinku(forward) naketoB MUHYS
cocTtosiHne obyyeHusi(learning) n npocnywmnanus (listening);
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- Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dounbtpauymio BPDU
nakeToB Ha BbIGBpaHHOM nopTe;
- Portfast BPDU GUARD (Enable/Disable) — Bkn/BbIkn yHKUMIO 3awmThl
BPDU nakeToB Ha BbiOpaHHOM MOpPTE;
- Root Guard (Enable/Disable) — Bkn/Bblki pyHKLMMN 3aLLMTHI KOPHEBOTO
mocTa (root bridge) ot npuema BPDU nakeToB OT YCTPOWCTB C Gornee
BbICOKMM MPUOPUTETOM, YEM MOCT;
- Link Type — HacTpowika Tvna nogknoveHus. Point to Point (Touka-Touka)
no3eonseT ObiICTPO MEHATb COCTOosiHME nopTa. Shared nogknioveHue He
nossonseT 6bICTPO MeHsTb cocTodHue nopta. Heobxoammo nponTu
802.1D npouenypsl, 4TOObI ONpeaennTb cTaTyc NopTa;
- Priority — HacTponka CIST npuopuTeTa, 3Ha4YeHNEe MOXET ObiTb TOSNbKO
KpaTHbIM 16 B AnanasoHe ot 0-240. Mo ymonyaHuio 3HavyeHue paBHo 128;
- Path Cost — ot 0 — 200 000 000. Bonee Huskue 3HadyeHus OBbIYHO
COOTBETCTBYIOT root’am;
- Force Version — Tun oTnpaBnsembIX NakeToB.
lMocne BHeCEHWS W3MEHEHMM B HAaCTPOWKKW, HaxXmuTe KHomky Apply
(MpuHATB).

9.12.3 MSTP information (O6was nHcgopmaums o koHcdurypaumm MSTP)

f=) Link p T
OSNOVO Hii oinnnnnnngg

' Managed POE Switch
# () System Configuration

%) Port Configuration STP All Port Information
%) MAC Binding '
#J MAC Fiter Port || Postfast || Bpdu-Filter || Bpdu-Guard || Root Guard || Link-Type || Priority || Path-Cost || Force-version
#J LANC . geii1 || Disable Default Default Disable Point-To-pomnt || 128 20000 MSTP
A ge12 || Disable || Default Default Disable ]| Point-To-point |1 20000 MSTP
#0J ACL Configuration [ge13 ][ Disable ][ __Default Default Disable Point-To-point 1 20000 MSTP
*J QOS Configuration ge/4 || Disable Default Default Disable Point-To-point 1 20000 MSTP
# 1 IP Basic Configuration ge1/5 ||_Disable Default Default Disable Point-To-point || 128 20000 MSTP
*_J AAA Configuration gel/6 || Disable Default Default Disable Point-To-point 128 20000 MSTP
=‘3 MSTP Configuration [[ge1/7 | Disable Default Default Disable Point-To-point 1 000( MSTP
£ MSTP Configuration ge1/8 ][ Disable Default Default Disable Point-To-point 1 0000 MSTP
&) Port Configuration ge1/9 || Disabie Defaull Default Disable Point-To-point |1 000 MSTP
5 Port ge1/10 || Disable Default Default Disable Point-To-point 128 20000 MSTP
#_J IGMP SNOOPING Configuration Refresh

*_] GMRP Configuration
# ) EAPS Configuration
#(_) RMON Configuration
#_) Cluster Management
#1) Log Management
#{_) PoE Power Control

Ha panHon ctpanuue WEB uHTepdenca npencraBneHa cBoaHasi
WHpopmauums o KoHpurypaumm MSTP.
MHdopmaumsa npegocTaBrieHa TONMbKO ANs YTEHUS.
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9.13 IGMP snooping configuration (HacTponka oTtcnexuBaHus
IGMP Tpacwmka)

9.13.1 IGMP snooping configuration (Hactpomnku cdyHkuumn IGMP
snooping)

3 Link up

‘4 Managed POE Switch ! IGMP SNOOPING Configuration
() System Configuration '

%) Port Configuration
() MAC Binding

%) MAC Fiter

() VLAN Configuration
%) SNMP Configuration
() ACL Configuration
() QOS Configuration

(ms)

(ms)

(ms)

#{_) MSTP Configuration

=3 IGMP SNOOPING Configurati Refresh Apply
%) IGMP SNOOPING Configui
) Multicast Group Informatior

#{_) GMRP Configuration

“(_} EAPS Configuration

+_J RMON Configuration

*_J Cluster Management

#{) Log Management

®_] PoE Power Control

Ha paHHon ctpaHnue WEB uHTepdenca Bbl MOXeETE BKAYUTbL UMK
Bblknountb  (Enable/Disable) dyHkumio IGMP  snooping  (mpouecc
oTcrnexuvsaHung CeTeBoro Tpaduka IGMP, npenoTBpaLlaroLL i
wupokoBewatensHyto  (broadcast) peTpaHcnaumio multicast  Tpadmka
KOMMbIOTEPAM-NOTPEOUTENAM, KOTOPLIM HE HY>XHO ero obpabaTbiBaTh).
lMocne BHeCEHWss WU3MEHEHUW B HACTPOWKW, Haxmute KHONkKy Apply

(MpuHATB).
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9.13.2 Multicast Group Information (O6wasa nHdopmaumsa o IGMP)

CRN(Vee i alalalolalalalakelee

- Managed POE Switch 2 Multicast Group Information
#() System Configuration
#(_J Port Configuration
#{) MAC Binding [ vLANID || Multicast Address | Member Ports
() MAC Filter Refresh
#{_J VLAN Configuration
#{_] SNMP Configuration
#_] ACL Configuration
#11 QOS Configuration
#(J IP Basic Configuration
() AAA Configuration
#() MSTP Configuration
=4 IGMP SNOOPING Configurati
£ IGMP SNOOPING Configu

5) Multicast Group Informatior
#1_] GMRP Configuration
# () EAPS Configuration
#{_) RMON Configuration
= ) Cluster Management
#{) Log Management
* (] PoE Power Control

Ha paHHom cTpaHnue WEB wHTepdeiica npenctaBneHa obuias
uHdopmaumsa o Multicast ansa scex VLAN'oB.
MHdopmaLumsa npegocTaBrieHa TONbKO ANS YTEHUS.

9.14 GMRP Configuration (Hactponka pabotbl npoTtokona GMRP)

9.14.1 GMRP Global Configuration (Tmo6anbHble HacTporiku GMRP)

Ha paHHoM cTpaHMue WEB wuHTepdenca npencraBreHbl
rnobanbHble HacTponku paboTbl npoTokona GMRP (GARP Multicast
Registration Protocaol), npegHasHayYeHHoro ans ynpoLeHus
pacnpocTpaHeHuss Nno ceTu UHOPMaLUM O HanmuMyuun ornpeaeneHHon
Multicast rpynnebil.

BkntoueHue/oTknoveHne nognepxkm GMRP - ocyulectBnsieTcs ¢
nomouwibto Bblbopa Disable/Enable wn nocnegywouwero noaTBepXaeHUs

kHonkown Apply (MpuHATB).
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(=] (s (a1 [ =] [<] [a] (<160 )
| JiR SR BEST B Bl (e M )

0

. Managed POE Switch X GMRP Global Configuration
#_) MAC Binding

#{_) IGMP SNOOPING Configuration

=3 GMRP Configuration
GMRP Global Configuration
) GMRP Ports Configuration
%) GMRP State Machine

() EAPS Configuration

#(_) RMON Configuration

#(J Cluster Management

9.14.2 GMRP ports configuration (Hactporka GMRP Ha nopTax)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOWKK
GMRP gnst otgenbHbix nopToB. [opT BbibMpaeTcs B BbiNagaloweM MeEHH
Port, Bkn/oTkn nogaepxkn GMRP peanusyetca ¢ nomouwbio GMRP Status
Disable/Enable. lMocne BHeCEHNS U3MEHEHUI B HACTPONKM, HAXKMUTE KHOMKY
Apply (NpuHATB).

olalalalalalalaiiios

‘3 Managed POE Switch GMRP Ports Configuration

#(] System C !

#C) Port [port: | v |GMRP Status: [isable V|

() MAC Binding

%] MAC Filter | Refresh | Apply |

#L VLAN Configuration Port Name || GMIRP Sttus Join Timericentiseconds] Teave TImericentiseconds) TeaveAil aa)

B0 SNMP get/1 Disable — = =

#0J ACL Configuration ge1i2 Disable — = =

#J QOS Configuration 9e13 Disable — = =

) IP Basic Configuration [ geta Disable — = =

#1_) AAA Configuration gel/s Disable = = —

#{_) MSTP Configuration ge1/6 Disable = = =

# ] IGMP SNOOPING ( gel Disable — — =

=<3 GMRP ( gel/d Disable — = =
GMRP Global Configuration ge1/9 Disable — =2 —
GMRP Ports ( ge1/10 Disable — = =

%) GMRP State Machine
#_) EAPS Configuration
#_) RMON Configuration
(] Cluster Management
() Log Management
() PoE Power Control
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9.14.3 GMRP State machine (O6was nHégopmaumsa o GMRP)

p

OSNOVO G 0BOROROOEPE

[ Disable

3 Managed POE Switch GMRP State Machine
#{J System Configuration i
# () Port Configuration
%] MAC Binding [ PortName | wvianib || Multicast MAC Address ][ Applicant State | Registrar State
() MAC Filter
() VLAN Configuration Refresh
#_1 SNMP Configuration
# (1 ACL Configuration
() QOS Configuration
*_1 IP Basic Configuration
(] AAA Configuration
#(_J MSTP Configuration
*_) IGMP SNOOPING Configuration
=4 GMRP Configuration
&) GMRP Global Configuration

) GMRP Ports Configuration
&) GMRP State Machine

+ _) EAPS Configuration

+{_) RMON Configuration

“ ] Cluster Management

+_) Log Management

# () PoE Power Control

Ha paHHOM cTpaHuue WEB wuHTepdernica Haxogutcss cBogHas
WHpopmauns o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnbl 1 TA.

WHdopmaLma npegocTaBneHa ToNbKo ANS YTEHUS.

9.15 EAPS Configuration (Hactponka pabotbl npoTtokona EAPS)

9.15.1 EAPS Configuration (OCHOBHbIe HacCTPOWKM paboTbl NPOTOKONa
EAPS)

Ha paHHoun cTtpanuue WEB nHTepdenca npeacraBneHbl HaCTPONKU
npoTokona EAPS (Ethernet  Automatic Protection Switching),
npegHasHayYeHHOoro Ans 3alWnThl OT 3auuKNuBaHms Tpadurka B CETH.

- EAPS Ring ID — Bbl6op ID gns EAPS ring;

- Mode — HacTpolika pexuma paboTel pabodyero yana gns EAPS gomeHa;

- Primary Port — BbiGop kntodyeBoro nopta ana EAPS;

- Secondary Port — Bbibop BTOpryHOro nopta ans EAPS;

- Control VLAN — Bbi6op VLAN (2-4094) onsa EAPS;

- Protected VLANS — BbIGOp OQHOMO M HECKONbKUX 3awmiiaembix VLAN
B JomeHe EAPS;

- Hello Time Interval — HacTpoiika EAPS gomeHa gnsi nepuoguyeckon
oTtnpaBku naketoB HEALTH. 3agaBaemoe 3HauyeHMe B CEKyHAAX AOIMKHO
ObITb MeHbLLE YeM Bpemsa Ao owmnbku (fail time);
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- Fail Time — Bpemsi 0O UcTedyeHust cpoka OencTBusa B EAPS gomeHe.
[omkHo ObITb 6onblue, Yem Hello Time;
- Extreme Interoperability (enable/disable) — Bkn/Bbikn coBMecTUMOCTb C
extreme ycTporcTBamu.
- Enable status - BknioueHue/otknoueHne EAPS Ring.
Mocne BHECEHUS W3MEHEHUI B HACTPOWKW, HaxMuTe KHomky Apply
(MpuHATB).

OSNOVO alalalalalalalaleie
"4 Managed POE Switch ) EAPS Configuration
() System Configuration
£Q :o:cmm-m EAPS Ring ID |
:j B w Create Status I!Eot Created
Mode [Nore V]
Primary Port
Secondary Port
Control VLAN lo
Protected VLANs Format: 2,4,6 or 3-10
Hello Time Interval 0 s
#_) IGMP SNOOPING Configuration Fail Time o L)
e S
EAPS Configuration Exvmlumn&dl:ﬁinbh v
1) EAPS Information Enable Status oiete v
©() RMON Configuration Refiesh [ Create | [ Apply | [Removd

#(J Cluster Management
%] Log Management
#{] PoE Power Control

9.15.2 EAPS information (CBogHasa uHdopmaumsa o pabote npoTokona
EAPS)

alolalalalalalalioies

16

‘. Managed POE Switch . EAPS Information
#() System Configuration

#(_) Port Configuration Refresh

%] MAC Binding

*) MAC Filter

1 MSTP Configuration
%) IGMP SNOOPING Configuration
#{_] GMRP Configuration
=3 EAPS Configuration
1B EAPS Configuration
5 EAPS Information
%] RMON Configuration
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Ha paHHon cTtpanHuue WEB uwHTepderica npeactaBneHbl obuiuve
cBefeHus o paboTe npotokona EAPS.

MHdopMaumsa npeacraBneHa TOMbKO ANS YTEHUS U HE MOXET ObITb
M3MeHeHa c 3Tol cTpaHuubl/

9.16 RMON configuration (HaCTPOMKU ANCTAHLMOHHOIO
MOHUTOPUHra ceTmn)

9.16.1 RMON statistics (cTatucTnka gUCTaHLMOHHOIO MOHUTOPUHra
ceTn)

Ha gaHHou ctpaHvuue WEB nHTepderica npeacTasneHbl cBegeHus O
cTaTucTmke paboTbl MOPTOB.

Bbibepute nopT mM3 BbiMagalwoLwero cnucka, copMupyniTe rpynmny
CTaTUCTMKKN Ana aToro nopta. KoppekTtHoe 3HaveHne nHaekca: 1...100, none
OWNER onumoHaneHoe.

Haxmute Apply ona nogteepxaeHus. B T1abnuue Statistics Data
OyaeT nokasaHa ctatucTuka paboTbl nopTa.

alalalaioliaiaiolosies
{ R By s DU sl AREE VK PR )

‘4 Managed POE Switch RMON Statistics

#01 System :

) Port |"°“=i vi

#{] MAC Binding

(1 MAC Filter [ RMONswfisics ]

(] VLAN Configuration todes]| [0 [ owner |

() SNMP Configuration

£ ACL Configuration Refresh| [ Apply Delete Help

#{_J QOS Configuration

Statistics Data

20 1P Basic Configuration [etherStatsDropEvents —|[0]fetherStatsOctets 0
#{0 AAA Configuration [etherStatsPkts |[0]fetherStatsBroadcastPkis o]
#J MSTP Configuration [etherStatsMutticastPkis J[0]fetherStatsCRCAlignEmors ][]
* 1 IGMP SNOOPING Configuration [etherStatsUndersizePkis [0]fetherStatsOversizePkis /o]
*#/_1 GMRP Configuration etherStatsFragments [0]fetherStatsJabbers [0]
#(J EAPS Configuration [etherStatsCollisions ][0} Octets 0
=34 RMON Configuration |etherStatsPkts65t0127Octets 15128102550ctets Jlo]

%) statistics Configuration [etherStatsPkis256105110ctets [0]fetherStatsPKis5121010230ctets 0]

8 History Configuration 10241015180ctets o

®) Alarm Configuration
%) Event Configuration
* ) Cluster Management
1 Log Management
# 1 PoE Power Control
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9.16.2 RMON history (¢popmMupoBaHue ncropmm)

Ha gaHHon ctpaHmue WEB nHTepdelica BO3MOXHO npocMmaTpuBaThb

ncToputo paboTbl NOPTOB.

Bb|6ep|/1Te nopT M3 BbiNagarLllero cnucka gna npocMoTpa Uctopuun

paboTbl 3aToro nopta. KoppektHoe 3HaveHue nHgekca: 1...100, nons Interval,

Request Buckets 1 OWNER onumoHarnbHble.

- MNone Interval nokasbiBaeT 3aTpadyeHHOe BpemMsaA Ha C60p AaHHbIX B

cekyHaax (1..

.3600).

- MNMone Request Buckets coaepXnt KonU4ecTBO COXpPaHEHHbIX 3anucen

(1...100).

- B tabnuue Historical Data cogepxutcsa octanbHas MHGopmauus n3

NCTOPUN C MOMEHTa (hOPMUPOBAHMSA NOCregHEN KoHUrypauuu.

Haxmute Apply aons noatBepxaeHusa. B Tabnuue History Data 6yget

nokas3aHa ncrtopua pa6OTbI nopra.

‘4 Managed POE Switch
#_] System C d

RMON History

#(]) Port(

() MAC Binding
%] MAC Fiter

#(_J VLAN Configuration
() SNMP Configuration
() ACL Configuration
() QOS Configuration
©(] IP Basic (

[port: | ~]

RMON History
Index o] |[1otervar J[lo
Request Buckets | Lo ] || owner I

Refresh Apply Delete Help

e il A vl ol ol el T T e

* ] IGMP SNOOPING Configuration
# 1 GMRP Configuration
* ) EAPS Configuration
‘3 RMON Configuration
%) Statistics Configuration
B History Configuration
&) Alarm Configuration
E) Event Configuration
*_) Cluster Management
#(_) Log Management
# ] PoE Power Control

First Prev Next Last
Total: 0 pages, Current Page is No. 1
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9.16.3 RMON alarm (MOHUTOPUHI TPEBOXHbIX COOLITUN)

alalalaialialalalocies
T

O s e 10

. Managed POE Switch I RMON Alarm
) System Configuration

(1 Port Configuration P
#(1 MAC Binding Samete Type mm o
O

:_1 MACF:u el 0 1o Il J[sbseteze ][ 0 Jfo | Jo |
B SMP Refresh | Apply Delete Help

® ] ACLC
+0) os. e ) s o ol T W e
%1 IP Basic Configuration
#_J AAA Configuration
#{) MSTP Configuration
#(J IGMP SNOOPING Configuration
# () GMRP Configuration
# (] EAPS Configuration
=4 RMON Configuration
Statistics Configuration
History Configuration
& Alarm Configuration
Event Configuration
#_J Cluster Management

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOWKK
AOns co34aHus TPEBOXHbIX FPYNN 1 NPOCMOTPa TPEBOXHBLIX COObITUN.

Bbibepute cyliecTtylowyo rpynny 13 BbiNnagaroLllero crnvicka Ans
npocmoTpa COObITUI UMM BHECEHNS U3MEHEHUI B HAcTpoviku. [Ina co3gaHns
HoBoW rpynnbl Bbibepute New. Index [ormkeH HaxoguTbCA B Mpegenax
1...60, Interval gomkeH HaxoguTbca B npegenax 1...3600 (cekyHab!).

9.16.4 RMON event ()ypHan cobbITUi)

OSNOVO Lo alalalalalalolalocies
‘J Managed POE Switch ) RMON Event
*_] System Configuration
$(1 Port Configuration [Sequence]Index][ Description J__Type |(Community|[ Last Time Sent ]| Owner ]
HC3 MAC Binding —T 1 Tooot01 | y
(23 MAC Filter [L'\' 2] O | Jfee 2/ IR v | I
#_] VLAN Configuration Refresh Apply Delete Help
#( SNMP

[sequence][ index || Description [_Type | Community | LastTime Sent || Owner |

#{) ACL Configuration
(] QOS Configuration

() IGMP SNOOPING Configuration
#{_) GMRP Configuration
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Ha paHHoi cTpaHuue WEB nHTepdenica npeacraBneHbl HaCTPOMKK
AN NPoCMOTpa U CO3AaHud XXypHana cobbITun.

Bbibepute cywecTByOLWy0 Tpynny u3 BbiMagatoLwero crnvcka Aans
npocmoTpa CobbLITUN NN BHECEHUSI U3MEHEHU B HACTPOWKK. [onsa co3gaHunsd
HOBOW rpynnbl BeibepuTe New.

- Index pomkeH HaxoguTbcs B npegenax 1...60,

- description (onmMcaHne) [OmMKHO ObITb He Bonee 0OHOWM CTPOKM,

- Type (Tun onepauun) gomkeH ObiTb BbibpaH n3: none (6e3 onepauun),
log, SNMP-trap nnu log-and-trap.

- MNMone last send time (BpemsA oTnpaBkM nocrneaHero CobbiTUS) TOMbKO
Ansi YTeHUs1, none owner He 06s3aTeNnbHO AN 3an0oNHEeHUs.

Haxmute Apply ons noareepxgeHust.

9.17 Cluster configuration (ynpaBneHue Knacrepamm)

9.17.1 NDP configuration (NDP koHdurypaums)

Ha paHHoun cTtpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
NDP. HacTtponkn BkrntoyatoT B cebsa Bbibop nopta, NDP dyHkuuo nopra,
rnobanbHyto NDP dyHkumio, nHTepsan oTtnpasneHunsa naketoB NDP, Bpems
xpaHeHus NDP nakeToB Ha npvHuUmatowem obopyaoBaHmm.
Bbibepute nopt un Bknouute dyHkuMio NDP. OpHOBpeMeHHO
[OIMKHbI 6bITb BKITtodeHbl NDP nopta u rnobanbsHast NDP.
- YcraHoBuTe Bpems xpaHeHnss NDP nakeToB Ha NprHUMaOLEM
obopynoBaHun B npegenax 1...4096 cekyHp (NpegycTaHOBEHHOE BPEMS
180 cekyHA).
- YcraHosuTe wuHTepBan otnpaBnsemblx NDP naketoB B npepenax
1...4096 cekyH (npenycTaHoBreHHoe BpeMsi 60 cekyHn).
Haxmute Apply ons noaresepxaeHus.
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ol [;4] f;] al [;] alalaleoies

—J Managed POE Switch NDP Configuration
#_) System Configuration

) Port Configuration Port: [ v|

*J MAC Binding Port Enable isable V]

P (MAG ERa Global Enable | [dissbls v

#_] VLAN Configuration

) SNMP Configuration Hello-time 60 (1-4096 sec)
#(_] ACL Configuration Aging-time [150 | (1-4096 sec)
+{J QOS Configuration

#_1 IP Basic Configuration Refresh Apply Help

# () AAA Configuration

# () MSTP Configuration

*(_] IGMP SNOOPING Configuration

# () GMRP Configuration

# ) EAPS Configuration

# ] RMON Configuration

=3 Cluster Management
) NDP Configuration
5) NTDP Configuration
E) Cluster Configuration

*_J Log Management

#_) PoE Power Control

9.17.2 NTDP configuration (NTDP koHdurypaums)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOMKK
NTDP. HacTtponkn BkntovatoT B cebsa Bbibop nopta, NTDP ¢yHkumio nopra,
rnobansHyto NTDP dhyHkumio, topology collection range, topology collection
time interval, Bpemsa 3agepXku OTNpaBreHnsa nakeToB ANs MepBoro nopra,
BpeMs 3alepXXKU OTNpaBrieHUs NakeToB Ans OcTarnbHbIX NOPTOB.
Beibepute nopt u BkMounte dyHKuMio NTDP. OgHOBpeMeHHO
[OIMKHbI ObITb BKITtodeHbl NTDP nopTta v rnobansHas NTDP.
- YcraHoBWTE  KONMMYECTBO nepexodoB B npegenax  1...6,
(NpegycTaHOBNEHHOE YMCIO Nepexonos;
- YcraHoBUTE BpeMeHHou uHTepBan B npegenax 0...65535 muHyT
(npegycTaHoBNEHHbIV MHTepBan 1 MuHyTa).
- YcTaHoBMTEe BpeMsi 3a4epXKu OTNpaBriseMblX NakeToB Afs MepBOro
nopta Hop-delay B npegenax 1...1000 mcek (NnpeaycTaHOBNEHHOE BpeMsi
200 mcek).
- YcTaHoBUTE BpeMs 3afiepXXKU OTNpaBreHusi NakeToB AMS OCTanbHbIX
noptos B npegenax 1...100 mcek (npegycTaHoBneHHoe BpeMst 20 MCek).
Haxmute Apply ons noaresepxaeHus.
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alalolalaiolalaieiod

‘' Managed POE Switch
() System Configuration
#(_] Port Configuration
#{_] MAC Binding
#(J MAC Fiter
#{_J VLAN Configuration
#{_) SNMP Configuration
#() ACL Configuration
#{_] QOS Configuration
(1 IP Basic Configuration
(] AAA Configuration
# () MSTP Configuration
() IGMP SNOOPING Configuration Retrssh)  [FAppY Haig
#{_) GMRP Configuration
(] EAPS Configuration
#{_) RMON Configuration
=4 Cluster Management

£ NOP Configuration

£ NTDP Configuration

B Cluster Configuration
+{_) Log Management
#{_) PoE Power Control

NTDP Configuration

(1-6)

(0-65535 min)

(1-1000 milsec)

| (1100 misec)

9.17.3 Cluster configuration (koHdurypaumusa knactepoB)

Ha panHHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOMKU
KOHdurypauum Knacrepa. HacTtpoinku BKITo4aroT B cebs
BKMIOYEHNE/OTKIIOYEHEe  KnacTepa, Hactpomkun VLAN, nyn agpecos
Knactepa, vHTepBsanbl oTnpasneHuns handshake naketoB, MMsa knacrtepa,
nyTb BKIIOYEHWUS B KracTep, U yaarneHune knacrtepa. Bknounte knacrep.

- B none management VLAN yctaHoBuTe 3HayeHue B npegenax 1...4094
(npepycTtaHoBreHHoe 3HayeHue 1);

- YcrtaHoBuTe nokanbHbld IP agpec Ans YCTPOWCTB BKIOYEHHBLIX B
knactep (B gnanasoHe 0.0.0.0 - 255.255.255.255, gnvHa macku 0 — 32);

- YcrtaHoBUTEe WHTepBan oTtnpaBkM handshake nakeToB B npegenax
1...255 cekyHp (MpepycTaHoBreHHoe 3HayveHne 10 cekyHa);

- YcTaHoBuTe Bpems yaepxanusa handshake naketoB B npegenax 1...255

cekyHA (npenycTaHoBneHHoe 3HaveHne 60 cekyHa).
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Ons cosganus knactepa Heobxogmmo 3agatb emy ums Bbibpatb
3aNeMeHTbl Knactepa W nyTb ONS MNOOKMOYEHMS K Knactepy (B Py4YHOM U
aBToOMaTUyeckoMm pexume). [locrne HacTpoMKM Kractepa OH  MOXeT
aBTOMaTUYECKN NEPEXOAuTb B PYYHOW pexum. PydHon pexum nossonset
U3MeHATb umsa  knactepa. [locne dopmupoBaHusa knactepa uMeeTcs
BO3MOXHOCTb MpocMaTpuBaTh 3NeMeHTbl Krnactepa W KaHAMOAToOB Ha
BKITIOYEHWE B KnacTep B Tabnuue, [o6aBnsTe HOBbIE 311EMEHTLI B KracTep.

Haxmute Apply ans noaresepxaeHus.

slalelalalalalalils

4 Managed POE Switch Cluster Configuration
#_1 System Configuration
# 1 Port Configuration Cluster Enable RS
7= i Management. 1-4094,
(] MAC Filter -vian [ (1-4094)
#_1 VLAN Configuration 1P-pool |0.0.0.0/0 (AB.C.DM)
#() SNMP Configuration Handshake time 10 (1-255 sec)
#_) ACL Configuration = =

Handshake hoid-time | (60 1-255
() QOS Configuration (1235 %)

#(_J IP Basic Configuration B
(] AAA Configuration

(] MSTP Configuration

() IGMP SNOOPING Configuration

# () GMRP Configuration Cluster Name || | e 11
%1 EAPS Configuration
#{_] RMON Configuration Apply Delete

=y Cluster Management
NDP Configuration
NTODP Configuration

Cluster Member List

) Cluster Configuratio Serial [ MAC 1 3 ) Status [ Name [ Rote [ ]
#_J Log Management
#1 PoE Power Control Refresh Help

(Press the Button "Refresh” to view the latest information)
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9.18 Log management (YnpaBneHue 3anucbio J10ros)

Ha paHHon ctpanuue WEB wnHTepdenca npeactaBneHbl HacTPOMKK
dunbTpa BblBOAA 3anucaHHbIX Nnoros. B nome Log Priority moryT ©ObiTh
crnegytoLwme 3Ha4yeHns:

- Critical — BbIBOAWT MHOPMALIMIO, OTHOCALLYIOCS TOMNBKO K KpUTUYECKOMY
YPOBHIO BaXXHOCTH;

- Debugging — BbIBOOUT MHpOpMaLMIO AN OTNagKu;

- Informational — BbIBOOUT MHpOpMaUMIO AN OTNaaky 1 obLLyro
WHpopmaumio B norax;

- ALL — BbIBOOMWT BCIO MH(pOpMaLMIO.

Y1066 NPUMEHUTE PUNLTP NOroB HaxkmuTe kKHonky Refresh (06HOBUTD).

alalalalalalolaiosied

$ 40

' Managed POE Switch . Log Information
#_J System Configuration
S| o Configuation I Log Priority " v " Refresh
# (] MAC Binding
* (] MAC Filter
# (] VLAN Configuration
# ) SNMP Configuration
# () ACL Configuration
#_] QOS Configuration
] IP Basic Configuration
*{_] AAA Configuration
#_] MSTP Configuration
# () IGMP SNOOPING Configuration
# ) GMRP Configuration
#_1 EAPS Configuration
# (] RMON Configuration
) Cluster Management
= Log Management
%) Log Information
# () PoE Power Control
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9.19 POE port configuration (YnpaBneHue napametpamu PoOE)

9.19.1 POE port configuration (YnpaBneHue napametrpamu POE)

alalelalalalalalike

‘J Managed POE Switch PoE Port Configuration
# () System Configuration ¢

# (] Port Configuration Selected Ports
#{J MAC Binding POE Admin Status [Enable V]
%) MAC Fiter PoE Voliage V) 52
#{J VLAN Configuration [rotal Power (W) 120
2 SAME Conpauraton [Power Consumption (W) 0.00
2Q ACL Configuralion Power Usage (%) 0.00
() QOS Configuration
] IP Basic Configuration Refresh Apply Restore Default Port Restarting
#{) AAAC
Q) MSTP Configuration [TselectA | Port || AdminStatus || Operation || PSEType || Class || Current(mA) || Voltage (V) | Power(W)
1 IGMP SNOOPING =] gl Enable OFF AT NA NA NIA NA
#(J GMRP Configuration O ge12 Enable OFF AT NA NA NA NA
(1 EAPS Configuration =] ge13 Enable OFF AT NIA NA NA N/A
#0J RMON Configuration O gel/d Enable OFF AT NA NA NA NA
#Q Custer =] gells Enable OFF AT NA NA NA NA
UL ohesmnt O gell6 Enable OFF AT NA NA NA NA
=4 PoE Power Control
& icrae =] gell7 Enable OFF AT NA NA NA NA
POE Policy C O gells Enable OFF AT NA NA NA NA

PD Query Configuration

Ha panHon cTtpanvue WEB  wuHTepdbenca npeacrtasneHa
KOHUrypaums HacTpoek nogayn NUTaHns K NOOKMOYEHHOMY K KOMMYyTaTopy
obopynosaHuio nNo TexHonormn POE. [Ins HAacTpOMKM JOCTYMHbI cneayoLmne
napameTpbl:

- Total Power - cymmapHas MOLWHOCTb POE;
- PoE single port power - mowHocTb POE Ha ogHOM nopTy;

- PoE on / off — BkntoyeHue / oTknoveHne nogayun PoE;

Tawkke Ha daHHOW CTpaHuue oTpakeHa WHopmauusa O Tekylem
cocTosiHnn PoE o6opynoBaHus. MimeeTcs BO3MOXHOCTb 06HOBUTL (Refresh),
noaTeepanTb un3meHeHus (Apply), BepHYTbCA K 3aBOACKAM HacTpoWKam

(Restore Default), nepesanyctutb nopthl (Port Restarting).
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9.19.2 POE policy configuration (YnpaBneHue pacnucaHuem PoE)

OSNOVO “alalalalalalalalales
Cabic transmission & T 7 7 1 € 7 §F 9 W0
A
'~ Managed POE Switch POE Policy Configuration
%] System Configuration
() Port Configuration [PoE Port I[ V] ]
() MAC Binding [Poticy status J[Esable ] ]
1] MAC Filter
#{_) VLAN Configuration Refresh, | Apply
£Q1 Ak Cankgasien I i B s P B
s 00J v v v v o v 2
(] IP Basic C 010] 1) %] 4 ™ ~ 4 v
00 AMAC 020 ¥ v “ [ = [ “
(1 MSTP Configuration 030] v 2 v [l & < 2
# (] IGMP SNOOPING Configuration 0al) 7)) ] ¥ [~ 7] 7] 7]
::‘ :‘::"“""""“ 0501 [ E v “ [l v v
5 mc““"‘""“‘ %600 ] v v [ ] F 2
B e 070 ] F ) [l Fl F] 2
803 Log Management 030 ] v v [ o F] 2
3 PoE Power Control 09 v 2 “ [E v ¥ 2
£ PoE Port Configuration 100 7] v v [ =2 v 2
POE Policy Configuration 10 v v v v 5 [ 5
G L) 120 v F v v Fl 7 v
130 v v “ [ v v 2
140 @2 Fl F @ v E 2
150) v v v v 7] v v

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHpUrypauuss HacTtpoek nogadum nutaHms PoE Kk nogknoveHHomy
obopyaoBaHuMio Mo pacnucaHuio. [Ond HacTpowku pacnucaHus LOCTYMHbI
cnegywowune napameTpsbl:

- hour — yachl;

- week — oHM Hegenu;

[Ons HacTpomku pacnucaHus criegyeT BblOpaTb HOMep nopTa u3
BblMNagawoLero MEH!0 (PoE port), aKkTMBUpoBaTb PYHKUMIO
BKMoueHusi/oTkntodeHms Policy Status (enable/disable); Beibpatb Bpemsi B
konoHke Clock u pgeHb Hegenu Monday...Sunday B COOTBETCTBYIOLLEN
KornoHke. MoaresepanTb nameHeHus (Apply).
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9.19.3 PD Query Configuration (KoHTponb POE o6opyaoBaHus)

alalalalalalofalosico

T 3T 7

‘4 Managed POE Switch PD Query Configuration
#(_J System Configuration -

() Port Configuration [PoE Port b |

# () MAC Binding PPD IP Address

#_) MAC Filter 1PD Query Interval 0 (2~30 Sec)

#_] VLAN Configuration
# _) SNMP Configuration
# () ACL Configuration iPD Boot Time 0 (30~600 Sec)

) QOS Configuration

[PD Timeout Number o 12-10)

L IP Basic Configuration ey  [Eiesy

() AAA Configuration POE Port_||__PD IP Address PD Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) PD Reboot Times
%) MSTP Configuration Ceett JL  wa _ JL s 3 0 0o ]
#{) IGMP SNOOPING C gelr2 N/A 5 3 120 0

) GMRP C ge13 N/A 5 3 120 [

%) EAPSC gel/d NA 5 3 120 0

#{_) RMON C i gel’s NA 5 3 120 0

() Cluster Management [ geie NA 5 3 120 0

#() Log Management gel/7 N/A 5 3 120 0

43 PoE Power Control [ N/A 5 3 120 [

%) PoE Port Configuration
%) PoE Policy Configuration
£ PD Query Configuration

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHJMrypauuss HacTpoeK KOHTPONSA aHTU3aBMCaHWUS MNOAOKIHYEHHOMY K
kommyTatopy POE ob6opygoBaHus. [ns HacTpowku AOCTYNHbI cnegyolime
napameTpbl:

- POE port — Bbibop HOMepa nopTa (U3 BbinagaroLero cnucka);

- PD IP address — IP agpec POE nogkntoyeHHOro o6opynoBaHus;

- PD Query Interval — wuHTepBan oTnpasku 3anpocoB Kk PoE
obopynoBaHuio B npegenax 2...30 cek (MpegycTaHoBneHHoe Bpemsi 5
CeK);

- PD Timeout Number — konuyecTtBo 3anpocoB k PoE obopyanoBaHuio,
KOoTopoe MoXeT ocTaBaTbcs 6e3 oTtBetra B npegenax 2...10
(NnpepycTaHoBnNeHHOe 3Ha4YeHue 3);

- PD Boot Time — makcumanbHOe Bpemsi Ansi nepesarpy3km PoE
o6opynoBaHus B npegenax 30...600 cek (NpegycTaHOBNEHHOE BpeMs
120 cex).
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10. TexHUYeCKUE XapaKTepUCTUKN*

Mogenb SW-80802/L(150W)
O6Lee Kon-Bo NopToB 10
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE 8
Kon-Bo noptoB GE i
(He Combo noptbl)
Kon-Bo noptoB Combo GE i
(RJ45+SFP)
Kon-so noptoB SFP (He 5
Combo nopThbl)
BcTpoeHHble ontuyeckme )
nopThl
3Be3ga
Tononornn Noakno4YeHnst Kackag
KomnbLO
Bydep nakeToB 4.1 M6
Tabnuubl MAC-agpecoB 8K
MponyckHasa cnocobHOCTL
KOMMYTaLMOHHON MaTpuLibl 56 out/c

(Switching fabric)

CkopocTb obcnyxusaHus
naketoB (Forwarding rate)

1000Mbps port — 1,488,000 naketos/c
100Mbps port - 148,800 nakeTos/c
10Mbps port - 14,880 nakeTos/c

Mopaepxka jumbo frame

9K

YnpasneHue

KoHcornbHbIM nopT, YpoBeHb ynpaBneHus
L2 (Full managed)

KauectBo obcnyxuBaHus
(QoS)

802.1p Port queue priority algoritm
Qos/Tos, QOS remark
WRR, SP, WFQ priority scheduling mode
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Moaenb

SW-80802/L(150W)

CTaH,D,aprI 1 NPOTOKOJ1bI

IEEE802.3x;

IEEE802.3ab, IEEE802.3u, IEEE802.3z
IEEE802.3ad;

IEEE802.3q, IEEE802.3q/p;

IEEE 802.1d, IEEE802.1w

IEEE 802.1S; 802.1Q

STP, RSTP/MSTP/EAPS/EPPS;

Port mirroring many-to-one;

DHCP Snooping;

Broadcast storm suppression;
IGMPv1/2/3 MLDv1/2 snooping, GMRP
protocol registration;

Support User port+IP address+MAC
address;

802.1p Port queue priority algoritm;
System log viewing;

WuTepdelic ynpasneHus

WEB/SNMP/SSH/RMON/Telnet

Crangapt PoE

IEEE802.3af, IEEE802.3at
ABTOMaTMyeckoe onpegeneHue
nogkntovaemMbix POE-ycTponcTs

Metog nogauun PoE

Moptbl 1-8: A 1,2(+) 3,6(-)

Pene aBapunHon

curHanusaumu
PWR — Hanuyne nutaHus;
SYS - ungukatop paboThl NpoLeccopa
KOMMYTaTopa;
WHaukaTopbl y P

Link — nepegava gaHHbIX;
PoE — nHgukatop nogayn PoE;
WHankaTtopbl nogkntoveHns SFP- cnoTos.

MoTpebnsemas MOLIHOCTb

(6e3 Harpyskun PoE) =5 B
MowwHocTb POE Ha oguH nopTt 30 Bt
(makc.)

CymmapHas molHocTb PoE 150 BT

BCEX NOpTOB (Makc.)
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Mopenb SW-80802/L(150W)
AC100-240V(155W)
MuTtanune BN DC48-57V(3.5A)
(8 KOMriIeKmM nocmasku He 8xodum)
BcTpoeHHas rpososalwumta 3 kB (8/20 mkc)
Knacc 3awuThbl IP30
Tvn MoHTaxa Ha NJIOCKYI MOBEPXHOCTb
Pabouas Temnepatypa -10...+55° C
OxnaxpgeHue KoHBeKkUnoHHOe (6e3 BeHTUNsATOpPA)
OTHoCcUTENbHasA BNAXHOCTb 80 90% 6e3 koHaeHcaTta
Paamepbl (LUXBxI") (Mm) 210x35x150
Pexxum aHTu3dasucanuns PoE yctponcTs.
[ononHuTensHO B BN
03MOXXHOCTb NMUTaHUs OT BHeluHero BIT.

* I'Ipomasoumenb MMeEET NpPaBO U3MEHATb TEXHNYECKNE XapaKTEPUCTUKN n3genua n
KomMnnektaumio 6e3 npenBapuUTernbHOro ysegoMIeHus.

11. NapaHTUA

lapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsuesB ¢ gatbl
npogaxwu, 3a UCKNYEHMeM aKKyMynSTOpPHbIX 6atapen, rapaHTUNHbBIA CPOK -
12 mecsues.

B TeueHue rapaHTUMHOIO cpoka BbINOMHAETCA 6ecnnaTHbIN PEMOHT,
BKIOYada 3an4yactu, Unn saameHa usgenuin npyu HEBO3MOXHOCTU UX PEMOHTA.

MoapobHas WHopmauna 0ob YyCNoBmnsax rapaHTUNHOrO
06CnyXMBaHMSA HAXOAUTCS Ha cakiTe WWW.0SNOVO.ru

Coctasun: Jlebenes M.B.
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